@

[Mpnka3 MuHTpyaa Poccum ot 15.09.2016 N 522H
"Ob yTBEP)XAEHNN NMPOdPECCMOHANBHOIO
ctaHaapTta "CneunanuncT no 3alumTte nHpopMaLuunm
B aBTOMaTU3MPOBAHHbIX cucTemMax"
(3aperncrtpupoBaHo B MuHiocTe Poccun
28.09.2016 N 43857)

[okyMeHT npepoctasneH KoHcynbTaHTIAOC

www.consultant.ru

[ata coxpaHeHnus: 17.07.2019


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpuka3 MuHTpyaa Poccum ot 15.09.2016 N 522H [lokyMeHT npefocTasnes KoncynbtanTilntoc
n n _;
I_863 ;/LB;TpexffgggMnapL?ﬁ‘eccMOHanbHoro cTraHgapTa "Cneumanuct [aTa coxparerms: 17.07.2019

HUcTouHuk myOamkannu
OdunmanbHBII HHTEpHET-TIOpTAal MpaBoBoi HH(opMaruu http://www.pravo.gov.ru, 29.09.2016

I[IpuMevyaHue K TOKYyMEHTY
Hauaino neiictBust nokymenta - 10.10.2016.

Ha3BaHue nokymeHTa
[Tpuxaz Muntpyaa Poccuu ot 15.09.2016 N 5221

"O6 yTBepkAeHUM MpodeccuoHanpHOro crapaapra "CrnemuaaucT 1O 3amuTe UHPOpMaLuu B
aBTOMATU3UPOBAHHBIX CHCTEMAX"

(3apeructpupoBano B Muntocte Poccun 28.09.2016 N 43857)

www.consultant.ru CrpaHuua 1 13 50
HafeXHasa npaBoBan noaAepXxkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC

[aTta coxpaHeHus: 17.07.2019

3apeructpupoBano B Muntocte Poccun 28 centsiopst 2016 r. N 43857

MWHUCTEPCTBO TPYJA 1 COLMATNIbHON 3ALLUUTBI POCCUACKOWU ®EOEPALIMA

NMPUKA3
oT 15 ceHTAOpa 2016 r. N 522H

Ob YTBEPXAEHUN NMPO®PECCUOHAJIbHOIO CTAHOAPTA
"CNEUWMANNCT NO SALLIUTE UHPOPMALIU
B ABTOMATU3UPOBAHHbLIX CUCTEMAX™

B cootBerctBuuM ¢ myHKTOM 16 IlpaBuin pa3paboTku M yTBEpKACHUS NPOPEeCCHOHATIBHBIX CTaHIapTOB,
YTBEPKACHHBIX MocTaHoBieHueM llpaBurensctBa Poccuiickoii ®@epepanuun ot 22 suBapa 2013 r. N 23
(Cobpanue 3axononarenscTBa Poccuiickoit @enepammu, 2013, N 4, ct. 293; 2014, N 39, c1. 5266; 2016, N 21,

ct. 3002), mpuka3bIBaro:

YTBepauTh npunaraemeiii mpodeccruoHanbHbIl cTaHnapT "CrnenpaimMcTt mo 3amure WHGOpMAIuu B

ABTOMATHU3HUPOBAHHBIX cucremax".

NMPO®ECCUOHAIbHbIA CTAHOAPT

Munuctp

M.A. TOIINJIMH

YT1BEpKICH

MpuKa3zoM MuHuCTEpCTBa TPy Aa

U COIIMAILHON 3aIIUTEI
Poccuiickoit deneparuu
ot 15 cents6ps 2016 r. N 5221

CNEUNANNCT NO SALLUTE UHOPOPMALIU
B ABTOMATU3NPOBAHHbLIX CUCTEMAX

843

Perucrpanuonsslii HOMep

1. OOuue cBeneHUs

Obecneuenue 6e30MacHOCTH HHPOPMAIIMY B aBTOMATU3HUPOBAHHBIX
crcremMax

06.033

www.consultant.ru
HafeXHasa npaBoBan noaAepXxkKa

CrpaHuua 2 13 50


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct

no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

(HauMeHOBaHME BUJA MPO(ECCHOHATILHON AEATEIbHOCTH) Kon

OcHoBHas ocjab BUa HpO(l)CCCHOH&J'ILHOfI JCATCIIbHOCTH

O6ecneyenue 6e30macHOCTH HHPOPMALIUKA B ABTOMATH3UPOBAHHBIX CUCTEMAX,
(OYHKIIMOHUPYIONTUX B YCIOBHUSAX CYIIECTBOBAHMS YIPpo3 B HHGOPMAIIMOHHON chepe u
o0aaroImux HHHOPMAIIMOHHO-TEXHOJIOTHYECKUMHU PECYPCaMH, TTOIISKAIIIMMH 3aIIUTE

['pynma 3ansTHit:

1213 PykxoBoautenu B o6sactu 1223 PykoBogurenu
OTpeIeTICHUS TIOJIUTUKU U Mo/Apa3iesIeHui 1o
TJIAHUPOBAHUS JICSITEIIBHOCTH HAyYHBIM HUCCIIEAOBAHUSIM U

pazpaboTkam

1330 PykoBogutenu ciyx0 u 2425 CrienmaiucThl OpraHoOB
nmojpasiesieHuii B cepe roCy/1apCTBEHHOM BJIACTH
nH(GOPMaIIMOHHO-KOMMYHUKAIIHOHHBI
X TEXHOJIOTU I

2511 CucreMHbIe AaHATUTUKHI 2512 Pa3zpaboTunku

MIPOrpaMMHOTI0
obecrieueHus

2519 Pa3paboTunku 1 aHaTUTUKI 2523 CrenuanucThl IO
MPOrPaMMHOTO 00ECTICUeHUS U KOMITBIOTEPHBIM CETSIM
MPUJIOKEHUI, HE BXOJIAIINE B IPyTUe
TPYIIIBI

3511 CrenuanucTbl-TEXHUKHU 110 3513 CriennaucThI-TEXHUKH TI0
IKCIUTyaTalluu KOMITBIOTEPHBIM CETSAM U
nH(GOPMaLMOHHO-KOMMYHHUKAIIHOHHBI cuUcTeMaM
X TEXHOJIOTUI

3359 CpenHeTeXHUYECKUH TepcoHal Ha - -
rocy/IapCTBEeHHOH ciryx0e, He
BXOJISIIIMIA B IpyTU€ TPYIIIbI

(xox OK3 (HamMeHOBaHUE) (ko OK3) (HamMeHOBaHUE)

<1>)

OTtHeceHEe K BUIAM YKOHOMHYECKOU NEITEIHLHOCTH:

62.01

Pa3paboTka KOMIBIOTEPHOTO IPOrPAMMHOI0 00ECTIEUEHUS

62.02.1

I[e}ITeJIBHOCTL 110 TNIAaHUPOBAHUIO, IPOCKTUPOBAHUIO KOMIIBIOTCPHBIX CUCTCM

HafeXHasa npaBoBan noaAepXxkKa

www.consultant.ru

CrpaHuua 3 13 50


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

62.02.2 JlesTenbHOCTD 10 00CIIEJOBAHUIO M SKCIIEPTHU3E KOMITBIOTEPHBIX CHCTEM

62.02.3 JlesiTenbHOCTD 10 00YUEHHIO M0JIb30BaTeNei

62.02.4 JesTenbHOCTh MO MOATOTOBKE KOMIBIOTEPHBIX CUCTEM K KCILTyaTalluu

62.02.9 JlesATenbHOCTh KOHCYJIbTaTUBHAS B 00JIACTH KOMITBIOTEPHBIX TEXHOJIOTHI
npoyast

62.09 JesATenbHOCTh, CBSI3aHHAS C UCIIOJIb30BAHUEM BBIUUCIUTEIBHON TEXHUKH U
UH(GOPMAIMOHHBIX TEXHOJIOTHH, TpoYast

71.20.9 JleqaTenbHOCTh 10 TEXHUYECKOMY KOHTPOJIIO, UCIIBITAHUSIM U aHAIIU3Y Mpoyas

Koncynsrantllntoc: npumeuanue.
N3menennem 8/2016 OKBD/I2 xox 72.19.2 annynuposan ¢ 1 HosiOps 2016 roxa.

72.19.2 Hayunble uccnenoBanus 1 pa3padoTKy B 00JaCTH TEXHUYECKUX HAYK
(xom (HaMEeHOBaHUE BUJIa YKOHOMHUYECKOH JIeSITEIIbBHOCTH )
OKBJO/ <2>

II. Onucanue TpyAOBBIX (PYHKIIU, BXOSAIINX
B IpOo)eCCHOHANBHBIN cTaHmapT (PyHKIIMOHAIbHAS KapTa
BUJA IPO(HECCUOHATILHOMN 1EATEIIEHOCTH)

O06001IeHHBIE TPYIOBBIC TpynoBsie GpyHKIHH
byHKIMHA
KO/ | HAUMEHOBAaHHUE | ypOBEHb HaunmenoBanue KOJ |YpOBEHb
KBaJIU(
HKaluu (momypo
BCHbB)
KBaTuQ
UKaIIH
A | OGcnyxuBaHue 5 [IpoBeneHue peraaMeHTHBIX padoT MO A/01. 5
CHCTEM 3aIlUThI 9KCIUTyaTalliy CUCTEM 3aIUThI 5
uHpOpMaLuu B UH(POPMALIMU aBTOMATU3UPOBAHHBIX
ABTOMATH3HPOB cucTeM
aQHHBIX
CHCTEMAX Benenue rexaudeckoii qokymentaruy, | A/02. 5
CBSI3aHHOM C DKCIUTyaTalled CUCTEM 5
3a1uThl HH(OPMALIUK
aBTOMAaTH3UPOBAHHBIX CUCTEM
O6ecneuenue 3anuThl nHGopManmu pu | A/03. 5
BBIBOJIC U3 KCIUTyaTaIl[H 5
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

ABTOMATH3MPOBAHHBIX CHCTEM

ObecnieucHue JlnarHocTrka CUCTEM 3alllUThl B/01.

3aIUTHI uHGOPMAITUU aBTOMATU3UPOBAHHBIX 6

uHpOpMaInU B CUCTEM

ABTOMATH3HPOB

AHHBIX AJIMUHUCTPUPOBAHUE CUCTEM 3aLTUTHI B/02.

CHUCTEMAax B I/IH(l)OpMaIII/II/I ABTOMATU3HWPOBAHHBIX 6

IIpoLIECCE UX CUCTEM

IKCIUTyaTaIiH
YrpasiieHue 3anuTol HHPOpMAaIiH B B/03.
ABTOMATH3UPOBAHHBIX CHCTEMax 6
Ob6ecmieuenne paboTOCIIOCOOHOCTH B/04.
CUCTEM 3aIlUThl HHOOPMAIIHH TTPH 6
BO3HUKHOBEHUU HEIITATHBIX CUTYyaIHii
MOHHMTOPHHT 3aIIMILEHHOCTH B/05.
uHbOpMaIMU B aBTOMAaTU3UPOBAHHBIX 6
CUCTEMax
AyauT 3alUIIeHHOCTH HHPOPMaIIUK B B/06.
ABTOMATU3MPOBAHHBIX CHCTEMAaX 6

Buenpenue YcraHoBKka ¥ HaCTpOIKa CpesiCTB C/01.

CUCTEM 3alllUThI 3amuThl UH(QOPMALIUY B 6

uHbOpMaIuu ABTOMATU3MPOBAHHBIX CHCTEMaX

ABTOMATHU3HPOB

AQHHBIX CUCTEM P a3pa60TKa C/ 02
OpTraHU3aI[MOHHO-PACTIOPS AU TEITEHBIX 6
JIOKYMEHTOB TIO 3alIuTe NH()OPMAIIUY B
ABTOMATH3MPOBAHHBIX CHCTEMaxX
AHanu3 ysi3BUMOCTEH BHEAPsSEMON C/03.
CUCTEMBI 3alIUThl THPOpMALIUU 6
Bueapenue opranuzanmoHHbIX MEP MO C/04.
3aImTe UHPOPMaIIUU B 6
ABTOMATH3MPOBAHHBIX CHCTEMax

Pazpabotka TecTupoBaHue CUCTEM 3aLTUTHI D/01.

CUCTEM 3allUThI UH(POPMAITUU aBTOMATH3HPOBAHHBIX 7

uHbopMauu CUCTEM

ABTOMATHU3HPOB

AHHBIX CUCTEM Pa3paboTka mpoeKTHBIX penieHui 1o D/02.
3amuTe HHPOpMAaIIH B 7
ABTOMATU3MPOBAHHBIX CHCTEMAaX
Pa3zpaboTka skcruryaTalinoHHOM D/03.
JOKYMEHTAIIUU Ha CUCTEMBI 3aLTUTHI 7
uHGOpPMAITUU aBTOMATU3UPOBAHHBIX

HafeXHasa npaBoBan noaAepXxkKa
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

CHCTEM
Pa3paboTka nporpaMMHBIX U D/04. 7
IPOTrpaMMHO-aNIapaTHBIX CPEICTB IS 7
CHCTEM 3aIIUTHI UHPOPMALIUU
ABTOMATH3UPOBAHHBIX CHCTEM
dopmupoBaHue 8 Ob6ocHoBanme HeoOxoauMocTH 3amuTsl | E/01. 8
TpeOoBaHUH K uH(bOpMalluy B aBTOMAaTU3UPOBAaHHON 8
3alIuTe cucreme
uHbOopMaIuu B
ABTOMATHU3HPOB Omnpenenenne yrpo3 0€301MacHOCTH E/02. 8
AHHBIX uHdopmaruu, oopadbaTeiBacMOi 8
crucTeMax ABTOMAaTU3UPOBAHHOM CUCTEMOU

Pa3paboTka apXUTEKTypbl CUCTEMBI E/03. 8
3amuThl HH(QOPMALIUU 8
ABTOMAaTU3HPOBAHHON CUCTEMBI

MoaenupoBaHue 3alUIIEHHBIX E/04. 8
ABTOMATU3HPOBAHHBIX CHUCTEM C LIEJIBIO 8
aHaJIM3a uxX yA3BUMOCTEU U
3((HEeKTHBHOCTHU CPEICTB U CITIOCOOOB
3aluThl HH(OPMaLIUU

I11. XapakreprcTuka 0000IIEHHBIX TPYAOBBIX (PYHKIUH

3.1. OGoOueHHas Tpy10Basi PyHKIIHS

OO0cmy)KUBaHUE CUCTEM 3AIUTHI YpoBeHb
Haumenosanu
o nH(popmalu B aBTOMaTu3upoBaHHbix  [Kon A kBasMpukamm | 5
cucTeEMax "
[Ipoucxoxnenue 3anMCcTBOBaH
N Opuruna
000011eHHO I X |owus
TPYIAOBOH QYHKIIUN OpUTHHAlA
Kon Peructparmonnerit
OpHUTHHAlA HOMeEp
npo¢eCcCHOHATLHOTO
cTaHjapTa

Bo3moxHbIE
HAaMMCHOBaHUS
JIOJDKHOCTEH,
npodeccuit

Texuuk no 3amute nHpopmarmu I kareropun
Texuuk o 3amute nHpopmanuu I kaTeropun
TexHuk 1o 3amure nHGopMauu

www.consultant.ru
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TpeboBanus k
00pa3oBaHMIO U
00y4eHHIO

Cpennee mpodeccHoHANbHOE 00pa3oBaHUE -  TPOTPAMMBI
MOJI'OTOBKH ~ CIICI[MATMCTOB CPEIHEro 3BeHa TI0  MPOQHIIO
JeSITeIbHOCTH

TpeboBaHMs K OIIBITY
MPaKTUYECKON paboThI

Jyist noymKHOCTEH 0e3 KaTeropuii - ombIT paboThl HEe TpeOyeTcs

JInst 1OMKHOCTEH ¢ KaTeropued - OmbIT padOThl B JIODKHOCTH C
OoJiee HM3KOHM (MPEIISCTBYIONICH) KaTeropueld He MEHee OJIHOTO
rojaa

Oco0Oble yciioBus
JI0TycKa K pabore

HApyrue
XapPaAKTCPUCTHUKU

Pexomennyercst JONOJTHUTETIbHOE npodeccruoHaIbHOE
00pa3oBaHUe - MPOrPaMMBbI TIOBBIIICHHS KBAJTH(UKAIIMHA B 00JIaCTH
MH(POPMAIMOHHOM 0€301MacHOCTH

HOHOJ’IHI/ITGHBHBIC XapaKTCPUCTHUKU

HaunmenoBanue Kon HanmenoBanme 6a30B0ii rpymIibl, JOKHOCTH (TTpodeccrn)
JOKyMEHTa WIH CIICTIHATBHOCTH
OK3 3511 CrenuaucThI-TEXHUKH TI0 SKCIUTyaTalluu
WHPOPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEXHOIOTHI
3513 CriennanucThl-TEXHUKU IO KOMITBIOTEPHBIM CETSIM U
cucTeMam
3359 CpenHeTexHUYeCKU IEPCOHAN Ha TOCY1apCTBEHHOMN
ciryx0e, He BXOISIINNA B IPYTHE TPYTIITHI
EKC <3> - TexHuk 1o 3amure HHGopMauu
OKIIATP <4> |27032 TexHuk 1o 3amuTe nHpOpMaIUU
OKCO <5> 090108 WNudopmannonnas 6e30nacHOCTb

3.1.1. TpynoBas pyHKIus

[IpoBenenue periaMeHTHBIX padboT 1O YposeHb
AKCIUTyaTalliy CUCTEM 3alUThI [I0/1ypOBEHb
HaumenoBanu yarai = (mozyp )
R nH(pOpMaI aBTOMaTU3UPOBAHHBIX Kox [ A/01.5 5
CUCTEM KBaJM(UKAIH
u
3auMCTBOBaH
IIpoucxoxneHue Opuruna X |owus
TPYAOBOU (QyHKIIUU 1
pyA Gy OpUIMHajIa

www.consultant.ru
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Kon Perucrpanuonnsii
OpHUrHMHaa HOMEp
MpoQeCCHOHATBHOTO
CTaHJapTa

TpynoBbie neiicTBUS

[IpoBepka pabOTOCTIOCOOHOCTH CHCTEMBI 3aIllMThl WH(OpMaIUu
aBTOMATH3UPOBAHHOUW CUCTEMBI

KouTponb cooTBeTCTBHSI KOHPUTYpAallUM CHUCTEMBI  3alllUTHI
nHpopManuu aBTOMATU3UPOBAHHOM CUCTEMBI ee
SKCIUTyaTallMOHHOM TOKYMEHTalluu

KOHTpOJ'IL CTa0UIBLHOCTHU XApaKTCPHUCTUK CHUCTCMbI 3alIHUThI
I/IH(I)OpMaI_[I/II/I aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

Heobxonumeie ymeHust

KoudurypupoBaTe mapaMmerpbl CHUCTEMBI 3alllUThl HH(YOpPMAINH
ABTOMATU3UPOBAHHOM  CUCTEMBI B  COOTBETCTBHUM C €€
AKCIUTyaTalMOHHOM JOKYMEHTaluen

OOHapyXMBaTh W YCTPAHATh HEUCIPABHOCTH CHCTEMbl 3allUThI
uHpopMauu aBTOMAaTU3UPOBAHHOMN CUCTEMBI COTJIaCHO
JKCIUTyaTallMOHHOW TOKyMEHTallUN

HpOI/ISBOI[I/ITB MOHTaXX U INATrHOCTUKY KOMITBIOTCPHBIX ceTeit

Hcnonp30BaTh TUIOBBIE KpUIITOrpaduyecKue CpeiacTBa 3allUTh
uHpOpMaIKH, B TOM YHCJIE CPEJICTBA FNEKTPOHHON TOAMHUCH

HCO6XOI[I/IMBIG 3HaHHUA

Tumnopsie cpeacTtBa U METOAbI 3allIUTHL I/IH(I)OpMaI_II/II/I B JIOKAJIbBHBIX
U TI100aJIbHBIX BEIYUCIUTENBHBIX CETAX

bazoBas  koHurypauus cucTeMbl 3alMThl  HWHGpOpPMALUU
ABTOMATU3UPOBAHHOW CUCTEMBI

Ocobennoctu IIPUMEHEHHUS IIPOrPaMMHBIX u
MPOrpaMMHO-aNNapaTHBIX ~ CPEICTB  3alIUThl  MHQOpPMALUU B
aBTOMATU3HPOBAHHBIX CHCTEMAX

TumoBble cpeAcTBa, METOABI M TPOTOKOJIBI HACHTU(DUKAIHH,
ayTeHTU(UKALIMKI U aBTOPU3ALIHI

HopmatuBHbIE TpaBOBBIE aKThl B 00JIACTH 3aLIUTHI HH(OpMAIUU

OpFaHI/I3aHI/IOHHBIC MCPBI 110 3aIHUTEC HH(bOpMaHHH

Hpyrue
XapaKTEPUCTUKHU

3.1.2. TpynoBas pyHKIus
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Benenue TexHMUECKON JOKYMEHTAIUH, YpoBeHb
CBSI3aHHOMU C DKCINTyaTaler CUCTEM OJIyPOBEHDL
Haumenosanu yaran (monyp )
R 3a1uThl HH(OPMaLUn Kox | A/02.5 5
ABTOMATU3UPOBAHHBIX CUCTEM KBaTH(UKAIIH
u
3anMCcTBOBaH
[Ipoucxoxnaenue Opuruna X lowms
TPYAOBOU (pYHKIIUHA I
PyA (bynxu opUruHaina
Kon PerucrpanmonHbiin
OopUruHana HOMEp
po(hecCHOHATEHOTO
CTaHaapTa

TpynoBeie nelcTBUA

Benenne nokymMeHTOB yueTa, 0OpaOOTKH, XpaHEHHS W Tepenadu
nH(pOpMaLIHU, COCTABIISIONIEH TaltHy

WudopmupoBanne mepcoHasa o0 yrpozax 0e30macHOCTH
nHpopManuu

HNudopmupoBanme nmepcoHana o MpaBmiIax dKCIUTyaTallHH CHCTEMBI
3alUThI aBTOMaTHSHpOBaHHOfI CUCTECMbI M OTHACJIBHBIX CPCIACTB
3aIUTHl HHGOPMAITIH

Benenne mnpoTOKONIOB M KypHAJIOB YydyeTa IIpU H3MEHEHUU
KOHpUTyparmm CUCTEM 3aIUTHI nHpopmarun
ABTOMATH3UPOBAHHBIX CHCTEM

Benenue mpoTOKOIOB M JKypHAJOB y4yeTa IpPU OCYIIECTBICHHH
MOHHUTOPHHTA CUCTEM 3aIUTHI nH(popManuu
ABTOMAaTU3UPOBAHHBIX CUCTEM

Benenue IIPOTOKOJIOB U KYpHAJIOB Yy4€Ta IIpU OCYIICCTBIICHUU
ayaura CHCTCM 3alllUThl I/IH(I)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX
CHUCTEM

Heo6xoaumele ymeHust

OdopMIIATh AOKYMEHTALMIO 10 PErJIaMEHTAlul MEpOIPHUITUN U
OKa3aHMIO YCIYyT B 00JIACTH 3aIlUTHI HHPOpMALUN

OdopMIIAITh TEXHUYECKYIO JOKYMEHTAIMI0 B COOTBETCTBUU C
HOPMATUBHBIMH TPAaBOBBIMH aKTaMH B 00JacTH  3allUTHI
nH(popmManuu

Heob0xoaumsie 3HaHUA

HopmatuBHbIe TpaBOBbIE aKThl B 00JIACTH 3aLIUTHI HH(OpMAIU

OCHOBHBIE =~ METOAMYECKHE M  PYKOBOAALIME  JTOKYMEHTHI
YIIOJIHOMOYEHHBIX  ()efiepalibHbIX  OpPraHOB  HCIIOJHUTEIbHOU
BJIACTH T10 3aIUTe WHPOPMAIIUN
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

9KCHJ’IyaTaHI/IOHHaﬂ nu IMPOCKTHAA JOKYMCHTaluAd Ha
ABTOMATHU3UPOBAHHYIO CUCTCMY

OCHOBHEBIE MCTOAbl OpraHu3alluid W MTPOBCACHUA TCXHUUYCCKOI'O
O6CJ'Iy)KI/IBaHI/IH TCXHUYCCKHUX CPCACTB I/IH(I)OpMaTI/IBaI_[I/II/I

OpraHu3annoHHbIE MEPHI 10 3aLUTe HHPOPMALUU

HApyrue -
XaPaAKTCPUCTUKU

3.1.3. TpynoBas pyHKIHUS

Ob6ecneuenne 3auMThl HHPOPMALIUN VYpoBeHb
IIPY BBIBOJIE U3 AKCILTyaTaluu [10/1ypOBEHb
Haumenosanu | P a yaran (noxyp )
R aBTOMAaTU3UPOBAHHBIX CHCTEM Kon | A/03.5 5
KBaTH(UKALIH
U
3auMCTBOBaH
IIpoucxoxnecnue Opuruna X loms
TPYOBON (QyHKLHH 1
pyA ymiau OpUTMHaIa
Kon PerucrpanmonHbiin
OpUTMHaja HOMEp
poeCCUOHATBLHOTO
CTaHjaapTa
TpynoBble neicTBUs YHuuToxxeHue uH(pOpMaIuHy, oOpabaTbIBaeMOi
ABTOMAaTU3UPOBAHHOM CUCTEMOM
YHuUTOXEHHE MAallIMHHBIX HOCHUTEJIEH uHpOpMaIuy,

oOpabaTeiBaeMO aBTOMATU3UPOBAHHON CUCTEMOMN

ApxuBHUpOBaHHE UHpOpMaLNH, oOpabaTbIBaeMOi
ABTOMAaTU3UPOBAHHON CUCTEMOI

HeoOxonumelie ymenust | Mcnonp30BaTh MporpaMMHBIE CpEACTBa JUIsl  apXMBHUPOBAHUS
uHpopManuu

Hcnone3oBark  mporpaMmHbele W [POTPpaMMHO-AlIapaTHbIE
cpeacTBa JJISL YHUYTOXKCHUA I/IH(i)OpMaHI/II/I u HOCHUTEIIEN
nHpopmaruu

Hcnonb30BaTth TUIMOBBIE KpUNTOrpaUUYecKUe CpelICTBA 3alllUThI
nHpOpMalLKH, B TOM YHCIIE IEKTPOHHYIO MOJIIUChH
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Heo6xonumeie 3nanust | [Iponenypsl mo apXxuBHpoBaHWIO MH(POpMaIul, oOpadaThIBaeMOi
ABTOMAaTU3UPOBAHHOM CUCTEMOM

Haznauenue u npuHIUIBI paOOTHI OCHOBHBIX y3JI0B COBPEMEHHBIX
TEXHUYECKUX CPEJICTB HH()OpMATH3AINN

Opranuzands ~ PeMOHTHOTO  OOCIYy)KMBaHHMS ~ KOMIIOHEHTOB
ABTOMATH3UPOBAHHOU CHCTEMBI

PernameHT aBTOMAaTU3MPOBAHHONW CHCTEMBI 110 YHUYTOXXCHUIO
nHGOpPMAINY ¥ MAIMHHBIX HOCUTENIEeH HHPOPMALIUU

HopmatuBHbIE TpaBOBBIE aKThl B 00JIACTH 3aLIUTHI HH(OPMAIH

OCHOBHBIE =~ METOJMYECKHE U  PYKOBOIALIUE  JOKYMEHTBI
YIIOJIHOMOYEHHBIX  ()eepaibHBIX  OpPTaHOB  HCIIOJHUTEILHOU
BJIACTH T10 3aIIMTE HH(OpMaLUU

Hpyrue -
XapaKTEePUCTUKHU

3.2. O6061eHHas TpyHoBast (PyHKIUS

H Ob6ecneuenue 3aUThl HH(OPMALUU B YpoBeHb
auMEHOBAHU
o aBTOMATHU3MPOBaHHBIX CUCTEMAX B Kon B | kBanudukanm | 6
IIPOLIECCE UX IKCIUTyaTalluH u
IIpoucxoxnenue o 3aMMCTBOBaH
. pUTrHHa
000011eHHON X |owms
TPYAOBOW (DYyHKIIMU . OpuUrHHaa
Kon Perucrpanuonnsiii
OpUTHHaja HOMED
poheccuoHaNbHOTO
cTaHzapTa
Bo3moxHbIe Hnxenep no 3ammure nHPOpMaIUu
HaUMEHOBAHHUS Crenuanuct no 3amure uHdGopmarun I kateropuu
JOJDKHOCTEH, Cnenuanuct no 3amure uHdopmaruu Il kareropun
npodeccuit Crnenanuct 1o 3amure HHpopMaruu
WmxeHep-nporpaMMHUCT 10 TEXHUYECKOH 3ammuTe nHpopmarmu |
KaTeropuu
HNnxeHep-nporpaMMHCT MO TEXHUYECKOH 3amuTe nHbopmarmu 11
KaTeropuu
WnxeHep-nporpaMMHUCT 110 TEXHUYECKOH 3aIuTe HH(pOopMaIuu
Nuxenep-nporpamMmuct I kareropuun
Nuxenep-nporpammuct I kareropun
Nuxenep-nporpammuct I kareropun
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

NHxxeHep-nporpaMMuCT

TpeboBanus k
00pa3oBaHMIO U
00y4eHHIO

Bricuiee obpa3oBanue - 6akanaBpuaT B 00J1acTu
WH(POPMAIIMOHHOHN 0€301TacHOCTH

TpeboBaHMs K OIIBITY
MPaKTUYECKON paboThI

Jiist noymKHOCTEH 0e3 KaTeropuit - ombIT paboThI HEe TpeOyeTcs
JI1st MOIKHOCTEH ¢ KaTeropuei - OmbIT PabOThI B IOJKHOCTH C
OoJiee HU3KOM (MPEIIECTBYIOIICH ) KAaTErOpuel He MEHEe OJTHOTO
rojaa

Oco0Oble yciioBUs
JI0TycKa K pabore

Hanuuue nomycka k rocy1apcTBeHHOH TaitHe <6> (TipH
HEOOXOIMMOCTH)

HApyrue

XaPaAKTCPUCTUKU

JlononHuTEIbHBIE XapaKTEPUCTUKH

HaunmenoBanue Kon HaunmenoBanue 6a30B0ii rpymiibl, JOKHOCTH (TIpodeccun)
JIOKYMEHTa WM CIIEUUATbHOCTH
OK3 2519 Pa3paboTunky 1 aHATUTHKH IPOrPAMMHOTO 00€CIICUeHUs 1
MIPWJIOKEHUH, HE BXOSILUE B APYTUE TPYIIIIbI
2425 CriennanucTsl OpraHoB IOCYJapCTBEHHOM BJIaCTU

KoncynwsrantlInroc: mpuMedanue.
B odunmanpHOM TEKCTE TOKyMEHTa, BUIUMO, JOIYIIEHA OledaTKa: UMEeTCs B BUILY KO
OK3 2522, a me 2523.

2523 CucremMHble aIMUHUCTPATOPBI
EKC - Wnxenep-nporpaMMuUcCT (IIpOrpaMMUCT)
- WHxeHep-nporpaMMHUCT 110 TEXHUYECKOHN 3aIlnuTe
uHpopMauu
OKIIATP 22824 Huxenep-nporpaMMHUcT
26579 Crnenuauct 1o 3anmure nHhopMaIiu
22567 Nnxenep no 3amure uHGoOpManuu

3.2.1. TpynoBas QpyHKIUSA

HafeXHasa npaBoBan noaAepXxkKa
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

no 3awute uHdopMaumu...

JInarHocTrka CUCTEM 3allUThI YpoBeHb
nHGOpMaIINH aBTOMAaTU3UPOBAHHBIX MOAYPOBEHD
Haumenosanu (bopmant p (moxyp )
R CHCTEM Kox |B/01.6 6
KBaTH(UKAIIH
u
3anMCTBOBaH
[Ipoucxoxnaenue Opuruna X |ous
TPYIOBOM (PYHKIIUH I
PyA bynxu opUruHaina
Kon PerucrpanmonHbiin
OopUruHana HOMED
po(hecCHOHATEHOTO
cTaHjapTa

TpynoBeie nelcTBUA

OOnapyxeHue  MHIMJIEHTOB B  IIpoOLlEcCE€  JKCIUIyaTaluH
aBTOMaTHSHPOBaHHOfI CHUCTEMBI

Wnentudukanyss HHIOUAEHTOB B TpOIECCe  AKCIUTyaTaluu
ABTOMAaTU3UPOBAHHON CUCTEMBI

OHCHKa 3allUIIICHHOCTHU ABTOMATU3HUPOBAHHBIX CHCTEM C
IIOMOIIBIO TUITIOBBIX MPOIPaAMMHBIX CPCICTB

YCTpaHeHI/Ie HHIOUJICHTOB, BOSHHUKIIUX B IMPOLCCCE OKCILUTyaTallun
aBTOMaTI/ISI/II)OBaHHOI\/II CHUCTEMBI

Pacuer moka3areneld >(PQPEKTHBHOCTH 3alIUThI HHGOpPMAIHH,
oOpa0aTbeiBaeMOl B aBTOMAaTU3UPOBAHHBIX CHUCTEMAX

WNHCcTpyMeHTaNbHBIA  KOHTPONb  TOKazarene 3¢dexTuBHOCTH
3amuThl “HGOpMaNHK, 00padaThiBAEMOl B aBTOMATH3WPOBAHHBIX
cucTeMax

HeobOxonumelie ymeHus

OHpC}I@J’IHTL HCTOYHWKHU U MPUYNUHBI BOSHUKHOBCHUA NHIUACHTOB

OIIGHI/IBaTI) IIOCJIICACTBHA BBISIBJICHHBIX HHITUJACHTOB

OOHapyXuMBaTh HAPYLICHNUS MPABUJ pa3rpaHUUYCHUS JOCTyIa

YcTpaHaTh HapyLeHHs! TPaBUIl pa3rpaHUuEHHs] JOCTYIIa

OCYH_IGCTBJ'IHTB KOHTPOJIb obecneyeHus YPOBHA 3alMUIICHHOCTU B
ABTOMATHU3UPOBAHHBIX CUCTECMAX

Hcnonsi3oBath KpI/IHTOl"pa(bI/I‘ICCKI/Ie MCTOJAbI U CPCACTBA 3alIUTHI
I/IH(I)OpMaI_[I/II/I B ABTOMATU3UPOBAHHBIX CUCTEMAX
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Heo6xonumeie 3nanust | HopmaTtuBHBIE IpaBOBBIE aKTHI B 00JACTH 3aIIUTHI HHPOPMALIUU

HanuonaneHble, MEXrocyapcTBEHHbIE U MEXIyHapOJHbIE
CTaHJApTHI B 00JIACTH 3aLIUTHI HH(OPMAIHN

PykoBozdimue M METOIUYECKHE JTOKYMEHTHI YIOJHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHHUTENIBHOM BIIACTH 1O 3aIINUTE
nH(popManuu

OpraHu3annoHHBIE MEPHI 10 3aLUTEe HHPOPMALUU

[IpyHIUOBI TOCTPOEHUS CPEACTB 3alIUTHl  MH(DOpPMAIUM  OT
"yTeuku" 10 TEXHUYECKUM KaHaJlaM

KpI/ITepI/II/I OIICHKHU 3alllUIIICHHOCTH aBTOMaTI/I3HpOBaHHOﬁ CUCTCMBI

Texnndeckue cpeactBa KOHTpONs 3()(HEKTHBHOCTH MeEp 3alUThI
uHpopMauu

PernameHtT uHQOpPMHUPOBaHUS IEpcOHAla AaBTOMATU3MPOBAHHOU
CHCTEMBI O BBISIBIIEHHBIX WHIMJICHTAX

Pernament y4c€Ta BbISIBJICHHBIX HHIIUJACHTOB

Pernament YCTpaHCHHA HHIIUJACHTOB

OCHOBHBIE KpI/IHTOFpa(l)I/I‘—IeCKI/Ie MCTOJBI, aJITOPUTMBI, ITPOTOKOJIbI,
HCIIOJIB3YEMBIC  IJIA obecreyeHus 3allINThI I/IH(i)OpMaHI/H/I B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

Hpyrue -
XapaKTePUCTHKU

3.2.2. TpynoBas GyHKIUS

AJIMUHUCTPUPOBAHUE CUCTEM 3alLlUTHI YposeHb
nHbOpMaIINH aBTOMAaTU3UPOBAHHBIX MOAYPOBEHD
Haumenosanu (bopmant p (monyp )
R CHCTEM Kox |B/02.6 6
KBaTH(UKALIH
u
3anMCTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYIOBOM (PyHKIIUH I
PyA (bynxu opUruHaina
Kon PerucrpanmonHsbiin
OopUruHana HOMED
poeCCUOHATBLHOTO
cTaHjapTa
www.consultant.ru Crpanuua 14 n3 50
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"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

TpynoBeie 1eHCTBUS VYcraHoBka OOHOBJIEHUI [IPOrPaMMHOI0 obecrnieyeHus
ABTOMAaTU3UPOBAHHON CHCTEMBI

Obecneuenne 06€30MACHOCTH MHPOPMALUHU C YIETOM TPeOOBaHUS

3¢ deKTUBHOTO GYHKIIMOHUPOBAHUS ABTOMAaTU3UPOBAHHON
CHCTEMBI
VYmpasnenue MOJIHOMOYUSIMU M0JIb30BaTENEH

aBTOMaTH3Hp0BaHHOﬁ CHCTEMBI

NudopmupoBanue mosb30BaTEIC O TMpaBUiIaxX JSKCIUTyaTalluu
ABTOMATHU3UPOBAHHOW CHUCTEMBI C YU€TOM TpeOOBAaHMIA 1O 3alIUTe
nH(popManun

[IpoBeneHue 3aHATHIA C TEPCOHAIOM IO paboTe ¢ CHUCTEMOM
3amuThl MHGOPMAIMM aBTOMATU3UPOBAHHOW CHCTEMBI, BKIOYAS
MPOBEACHUE MPAKTUYECKUX 3aHATUM C MEPCOHAIOM Ha MaKeTax
WJIY B TECTOBOU 30HE

BHecenne M3MEHEHMI B DKCIUTyaTalMOHHYIO JOKYMEHTALUI0 U
OpPraHU3ALMOHHO-PACIIOPSAAUTENBHBIE JOKYMEHTBI II0 CHUCTEME
3anIUThl HHPOPMAIIMK aBTOMATH3UPOBAHHOW CUCTEMBI

HGO6XO[[I/IMBIG YMCHUA C03ﬂaBaTB, YAQAJIATh U USMCHATH YUCTHBIC 3allUCHU MoJIb30BaTelei
aBTOMaTHSHpOBaHHOfI CHUCTEMBI

[InanupoBath IIOJINTUKY 0e30macHOCTH IIPOrpaMMHBIX
KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX CUCTEM

YcTaHaBiIMBaTh U HaCTpauBaTh ONEPALIMIOHHBIE CUCTEMBI, CUCTEMBI
yOpasieHus 0a3aMu  JJaHHBIX, KOMIIBIOTEPHBIE CETU W
MPOrpaMMHBIE CHCTEMBI C y4eTOM TpeOoBaHUM MO 00ecredeHHIo
3alUThl HH(pOpMALUU

Hcnonws3oBath Kpuntorpaguieckne METOABl U CPEIICTBA 3alUThI
nH(pOpMalMy B aBTOMATU3UPOBAHHBIX CHUCTEMaX

PeructpupoBath coObITHS, CBA3aHHbBIE C 3alIUTON MH(OpPMaLUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

AHanu3upoBaTh COOBITHS, CBSI3aHHBIE C 3allUTOM MHGOpPMAIUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

HeoOxonumeie 3Hanus | [lpunuunsr  GopMmupoBaHus ~ MOJUTHKA  MH(YOPMAIIMOHHOM
0€30I1aCHOCTH B aBTOMaTU3MPOBAHHBIX CUCTEMAX

[IporpamMMHoO-anmapaTHble  CpeACTBa  3alIMThl  MH(QOpPMALUH
aBTOMAaTU3UPOBAHHBIX CUCTEM

OcCHOBHEBIE KpI/IHTOFpa(bI/I‘—IeCKI/Ie MCTOJBI, aJITOPUTMBI, ITPOTOKOJIbI,

www.consultant.ru Crpanuua 15 wm3 50
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

HCIIOJIb3YCMBIC JJIA 3alllUThI I/IH(i)OpMaL[I/II/I B aBTOMATHU3HUPOBAHHBIX
CHUCTEMax

Metoabl KOHTposiE A(PQPEKTUBHOCTH 3alIUTHl HH(OPMAIMHA OT
"yTeuku" 1o TEXHUYECKUM KaHalaM

Kpurepun oueHkn >PQPEKTUBHOCTH U HAJSKHOCTH CPEICTB
3al0IUTHl  TPOTPAMMHOTO  OOECIIEYeHUs] aBTOMAaTH3UPOBAHHBIX
cCHCTEM

TexHuueckue cpencTBa KOHTPONs 3()(HEKTHBHOCTH Mep 3alluThI
uH(popManuu

[IpyHUMnBl  OpraHu3allMM M CTPYKTypa CHCTEM  3allMThI
MPOrpaMMHOTO O0eCTieueHusI aBTOMATU3UPOBAHHBIX CUCTEM

ConepmaHHe n MOPAA0K JACATCIBHOCTHU nepcoHana 10
OKCILTyaTaluu 3allUIICHHBIX AaBTOMATH3WUPOBAHHBIX CHCTEM H
cucTeM 0€30IMacHOCTH ABTOMAaTHU3UPOBAHHBIX CUCTEM

OcHOBHBIE MEPBHI MO 3aIUTe HHPOPMAIMH B aBTOMAaTU3UPOBAHHBIX

CHUCTEMAX
Hpyrue -
XapaKTEPUCTUKHI
3.2.3. TpynoBas QpyHKIUSA
Ynpapnenue 3amToi HHPOpMaIiK B YpoBeHb
aBTOMAaTH3UPOBAHHBIX CHCTEMAaX MOAYPOBEHD
HaumenoBanu p (monyp )
o Koz | B/03.6 6
KBTI (PUKALIH
nu
3anMCTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYIOBOH (DYHKITNH 1
pyA bynxn OopUrvHasa
Kon Peructparnmonuerit
OopUruHaja HOMED
pohecCHOHaNBEHOTO
cTaHjapTa
TpynoBbie 1eicTBUS AHanus BO3JICHCTBHS W3MEHEHU I KOH(UTYparuu

aBTOMaTH3Hp0BaHHOfI CHUCTCMBI Ha €€ 3alllUIIICHHOCTD

CocraBneHne KOMIUIEKCa NpaBWJI, MPOLENYp, NPaKTUYECKUX
MIPUEMOB, MPUHIUIIOB U METOJIOB, CPEJICTB OOECIEUEHUS 3allUThI
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

nHpOpMALIUY B aBTOMAaTU3UPOBAHHOW CHCTEME

OneHka TMOCIEACTBUH OT peanu3alud yrpo3 0e30MacHOCTH
nHpOpMALIUY B aBTOMAaTU3UPOBAHHON CHCTEME

AHanu3  W3MEHeHHWsT  yrpo3  Oe3omacHOCTH  WHQOpMAIHH
ABTOMATU3UPOBAHHOMW CHUCTEMBbI, BO3HHMKAIOIIUX B XOJ€ €€
JKCIUTyaTalluu

Heo6xonumeie ymenusi | OneHnBaTh MH(POPMALMOHHBIE PHCKH B aBTOMAaTH3HPOBAHHBIX
cucTeMax

KnaccudummpoBarh ¥ OneHMBAaTH  Yrpo3bl  0€30HacHOCTH
nHpopManuu

OmnpenensaTe MOANEKAIIME 3aUIUTe HWH(POPMAIMOHHBIE PECYPCHI
ABTOMAaTHU3HWPOBAHHBIX CUCTEM

[IpuMeHAT HOPMATHBHBIE JOKYMEHTHI II0 IPOTUBOACUCTBUIO
TEXHUYECKOHN pa3BeaKe

PazpabaTbiBaTh NpEASIOKEHHS 110 COBEPIICHCTBOBAHHIO CHCTEMBI
yTpaBJICHUS 3aIIUTHl HHPOPMAITUN aBTOMAaTU3UPOBAHHBIX CUCTEM

KondurypupoBars mnapaMeTpbl CHCTEMBI 3alIUTHI HWHGOpPMAIUU
ABTOMAaTU3UPOBAHHBIX CUCTEM

[TpuMeHsATh TEXHUYECKHE CPECTBAa KOHTPOIIS 3(ppekTuBHOCTH Mep
3alUThl HH(POPMAITHA

Heo6xonumeie 3nanust | OCHOBHBIE METO/IbI YIPABJICHHUS 3aIIUTON HHPOPMALIUU

OcHoBHBIE yrpo3bl 0€30MacHOCTH HMHGPOPMAIUM U MOJIEIH
HapyIIUTENsl B aBTOMATU3UPOBAHHBIX CHCTEMaX

Metoap! 3amuThl MHPOPMALUU OT "yTeUKH"' MO TEXHUYECKUM
KaHaJlaM

HOpMaTI/IBHLIC IpaBOBLIC AKTHI B obmactu 3allIUThI I/IH(I)OpMaI_II/II/I

HaI_II/IOHaJ'IbHBIC, MCKTOCYHapCTBCHHBIC u MCKAYHAPOAHLIC
CTaHapThI B obiactu 3alllUThI I/IH(I)OpMaI_II/II/I

PykoBomsimue M METOIMYECKHE JOKYMEHTBHI YHOJTHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHUTENBHOM BIIACTH 1O 3aIINUTE
uHpopMauu

Apyrue -
XapaKTEPUCTUKU

3.2.4. TpynoBas GyHKIUS
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Ob6ecrieueHne pabOTOCIIOCOOHOCTH YpoBeHb
CUCTEM 3aIUThl HHPOPMAIINH TIPU MOAYPOBEHB
HaumenoBanu m (bopman p N (moxyp )
R BO3HMKHOBEHHUH HemTaTHbIX cutyaiuii | Kox | B/04.6 6
KBaTM(PUKALIH
u
3aMMCTBOBaH
[Ipoucxoxnenue Opuruna X |owus
TPYAOBOU (QyHKIIUU 1
pyA Gy opuUrvHaa
Kon Perucrpanuonnsii
opurvHana HOMED
poeCCUOHAIBLHOTO
cTaHgapTa

TpynoBeie 1encTBUS OOnapyxeHue HeucrpaBHOCTel B pabOTe CHUCTEMbI 3alllUThI
MHpOpMaLUU aBTOMaTU3UPOBAHHON CUCTEMBI

YcrpaneHue HEHWCHpPaBHOCTEM B pabOTe CHUCTEMBI  3alllUThHI
nH(pOpMali aBTOMATU3UPOBAHHON CUCTEMBI

PesepBupoBanne mporpaMMHOTO 00€CTICUCHUS, TEXHUYECKHUX
CPEICTB, KaHAJIOB Mepelayd JaHHBIX aBTOMAaTU3MPOBAHHOMU
CHUCTEMBI YIpaBJIEHUS Ha CiIy4yall BO3HMKHOBEHHUS HELITaTHBIX
cUTyanuin

COB,Z[aHI/Ie AJIBTCPHATUBHBIX MECT XPAaHCHUA H 06pa6OTKI/I
HH(bOpMaHHH Ha cnyqaﬁ BO3HUMKHOBCHUS HCIITATHBIX chyauHﬁ

BoccranosieHnue 1mociie cO0OEB M OTKa30B IIporpaMMHOI0
obecneucHUs ABTOMATU3HUPOBAHHBIX CUCTCM

H606XOI[I/IMBIG YMCEHUA HpI/IMeHHTB THUIIOBBIC IIPOTpaMMHBIC CPCACTBA PE3CPBUPOBAHUA U
BOCCTAaHOBJICHUA I/IH(I)OpMaI_II/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

HpI/IMeHHTB cpeacrBa obecrneyeHus OTKaBOYCTOﬁqHBOCTH
ABTOMATU3HUPOBAHHBIX CUCTCM

KrnaccuduimpoBath H  OLEHHBaTh yrpo3sl HHOOPMAMOHHON
0€30I1aCHOCTH

HpI/IMeHHTB IporpaMMHBIC CpEACTBA obOecrieueHnss 0€30IaCHOCTHU
JaHHBIX

HOKYMGHTHPOB&TB ,Z[CﬁCTBPIH 10 YCTpaHCHHIO HeHCHpaBHOCTeﬁ B
pa60Te CHUCTCMbBI 3alIMThI I/IH(I)OpMaLII/II/I aBTOMaTI/I3I/IpOBaHHOI7I
CHUCTCMBI
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"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

HeoOxonumeie 3Hanust | Metonbl # crmocoObl  O0ecre4eHus:  OTKa30yCTOMYMBOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

Coaep)KaHHe n MMOPAA0K ACATCIIBHOCTHU nepcoHajia 10
OKCILTyaTaluu 3allUIICHHBIX AaBTOMATHU3WPOBAHHBIX CHCTEM U
IoACHUCTEM 0e30macHOCTH ABTOMATU3HUPOBAHHBIX CUCTEM

OcHOBHBIE HHq)OpMaHHOHHBIe TCXHOJIOTHHU, HCIIOJB3YEMBIC B
ABTOMAaTHU3WPOBAHHBIX CUCTEMAX

[IpuHIMIIBI TTOCTPOEHUSI CPEACTB 3alIUThl  MH(POpPMAIUK  OT
"yTedykn'" Mo TEXHUYECKUM KaHaJlaM

[IporpamMMHoO-anmapaTHble  CpeacTBa  OOECHEYEHHs  3alllUThI
nH(pOpMally aBTOMATU3UPOBAHHBIX CUCTEM

HopmatuBHBIE TpaBOBBIE aKTHI B 00JIACTH 3aLIUTHI HH(OPMAIHH

PykoBozdiue M METOIMYECKUE JTOKYMEHTBHI YIHOJHOMOYEHHBIX
(denepanbHBIX OpPraHOB HCIOJHHUTENBHOW BIIACTH 110 3aIINUTE
uHpopManuu

OpraHu3anMoHHBIE MEPHI 10 3aIUTe HHPOPMALIUU

Hpyrue -
XapaKTEPUCTUKHU

3.2.5. TpynoBas pyHKIUSA

MOHUTOPHUHT 3aIUIIIEHHOCTH YpoBeHb
“H(GOPMAIINU B aBTOMATU3UPOBAHHBIX MOIYPOBEHD
HanmenoBanu (bopman p (monyp )
R CUCTEMAX Kon |B/05.6 6
KB (UKAIH
51
3auMcTBOBaH
[Ipoucxoxnenue Opuruna X |ous
TPYAOBOU (PYHKIIUHA I
PyA (bymx opUrvHaja
Kon PerucrpanmonHubi
opurvHaa HOMED
po¢eCCHOHAIBHOTO
CTaHaapTa

TpynoBble neicTBus BripaboTka  pexomMeHAanui Ui TPUHITHS —~ PEIICHHs O
MOJEpHHU3ALUU CHUCTEMBI 3aIUTEI nH(popManuu
ABTOMATU3UPOBAHHON CUCTEMBI
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

BripaboTka pekoMeHIauii Uil TPUHATHS PEIIeHUs] O TTIOBTOPHOU
aTTeCTallui aBTOMATU3UPOBAHHOM CHUCTEMBI WU O IPOBEACHUU
JOTIOJTHUTEIBHBIX aTTECTAIMOHHBIX UCIIBITAHUI

BrrsaBnenue yIrpo3 0€30MacHOCTH UHPOpPMALIUU B
ABTOMAaTU3MPOBAHHBIX CHCTEMAaX

[IpunstHe Mep 3amUTHl MHPOPMALMU TIPU BBISIBICHUHM HOBBIX
yrpo3 0e30MmacHoCTH HHOpMAIUn

AHamm3 HeIoCTaTKOB B (DYHKIIMOHHUPOBAHWW CHCTEMBI 3aIIUTHI
nH(pOpMaly aBTOMATU3UPOBAHHON CUCTEMBI

VYcTpaHeHne HEAOCTaTKOB B (YHKIIMOHUPOBAHUU  CHUCTEMBI
3aIUThl HH(OPMaLK aBTOMATU3UPOBAHHON CUCTEMBI

Heo6xonumere ymenus | KimaccuumupoBate W OLUEHHBATH yrpo3bl  HH(GOPMAIIMOHHON
0e30macHOCTH

AHanmu3upoBaTh IPOTrPAMMHBIE, APXUTEKTYPHO-TEXHUYECKHE U
CXEMOTEXHUYECKHE PEIICHUS] KOMIIOHEHTOB aBTOMATHU3UPOBAHHBIX
CUCTEM C LEJbI0 BBIABICHHUA IOTCHIMAIBHBIX YSI3BUMOCTEH
0€3011acCHOCTH MH(POPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAX

HpI/IMCHHTB HOPMATUBHBIC JOKYMCHTHEI IIO HpOTHBOHCﬁCTBHIO
TEXHUUECKOU pa3BCIaKe

KonTtponupoBats 3¢(EeKTUBHOCTh MPHUHATHIX MEP MO pealu3aluu
MOJNIUTUK ~ 0e30MacHOCTH  WH(GOPMalMd  aBTOMAaTHU3UPOBAHHBIX
CUCTEM

KOHTpOJ'II/IpOBaTB COOBITHS 0€e301IacHOCTH nu JIEeUCTBUS
MoJIb30BaTelei ABTOMATHU3UPOBAHHBIX CUCTCM

[TpuMeHsATh TEXHUYECKHE CPECTBA KOHTPOIS 3(ppeKTUBHOCTH Mep
3alUThl HH(pOPMAIUU

JIOKyMeHTUpOBaTb  MPOLEAYpPbl W pe3yjibTaTbl  KOHTPOJIS
(YHKIIMOHMPOBAHUS CUCTEMBI 3aIIUTHI uHpopMauu
aBTOMATU3UPOBAHHOW CUCTEMBI

HGO6XO,Z[I/IMBIG 3HaHHUA Coz[epxcaHHe n MOpAA0K ACATCIIBHOCTHU NepcoHajaia 110
OKCIUTyaTaluu 3allUIICHHBIX aBTOMATHU3WUPOBAHHBIX CHCTCM U
oACUCTEM 0e30macHOCTH ABTOMATU3HUPOBAHHBIX CUCTEM

OcHOBHBIE Yrpo3bl 0e30mMacHOCTH HMHGOPMAIMM W MOJEIH
HapyIIUTEIs B aBTOMATU3UPOBAHHBIX CUCTEMAX

OcHOBHBIE KPUNITOTPAPUUECKUE METO/IbI, aJITOPUTMBI, IPOTOKOJIBI,
HCIOJIb3yEMBIE JUTS 3aIHTHI UHpOpMALIUN B
aBTOMAaTU3MPOBAHHBIX CHCTEMAaX

www.consultant.ru Crpanuua 20 n3 50
HafeXHasa npaBoBan noaAepXxkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

[IporpamMMHoO-anmapaTHble  CpeacTBa  OOECHEYEHHs  3alllUThI
nH(pOpMally aBTOMATU3UPOBAHHBIX CUCTEM

Metoapl 3amuThl MHPOPMALUU OT "yTEUKH"' MO TEXHUYECKUM
KaHajiaM

HopmatuBHbIE TpaBOBBIE aKThl B 00JIACTH 3aLIUTHI HH(OPMAIH

PykoBozdimue M METOIUYECKHE JTOKYMEHTHI YIOJHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHHUTENBHOM BIIACTH 1O 3aIINUTE
nH(popmManuu

OpraHu3annoHHBIE MEPHI 10 3aLUTEe HHPOPMALUU

Apyrue -
XapaKTEPUCTUKU

3.2.6. TpynoBas GhyHKIHUS

AyauT 3alIUIIEHHOCTH WH(OpMaIuy B YpoBeHb
aBTOMATU3UPOBAHHBLIX CHCTEMAX MOAYPOBEHD
HaumenoBanu p (monyp )
o Konx | B/06.6 6
KBaU(UKaIK
51
3anuMCTBOBaH
[Ipoucxoxnenue Opuruna X lowms
TPYIOBOH (PpyHKIIUU I
Py bymx opuUrvHasa
Kon Perucrpanuonnsii
opUrvHaa HOMED
poQeCCHOHATIBHOTO
cTaHjapTa

TpynoBsbie neicTBUS Ornenka HGOPMAIIMOHHBIX PUCKOB

O60cHOBaHME U KOHTPOJIb PE3y/IbTATOB YIIPABICHUECKUX PELICHUM
B oOyactu 0e30macHOCTH HWHGOPMAIMK aBTOMATH3WPOBAHHBIX
CHCTEM

DkcnepTusa COCTOSTHUS 3alUIIEHHOCTH uHpopManuu
aBTOMATHU3HPOBAHHBIX CHUCTEM

O6ocHoBanue kputepueB 3HPEeKTUBHOCTH (YHKIIMOHUPOBAHUS
3alUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM
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Heo6xonumele ymenus | KnaccuumnupoBate W OIEHHMBAaTH  yYIpo3bl  0€30MMaCHOCTH
uHpopManuu a1 00beKTa HHOOPMaATH3AINN

PazpabaTbiBaTh NpPEASIOKEHHS 110 COBEPIICHCTBOBAHHIO CHCTEMBI
yIpaBiIeHUS MH(POPMALMOHHOM 0€301acHOCTBIO
aBTOMATHU3HPOBAHHBIX CHUCTEM

PazpabatsiBaTh MOJIUTUKU 0e30macHOCTH nH(popManuu
aBTOMATH3MPOBAHHBIX CHCTEM

[IpumensaTH MHCTPYMEHTAJIbHBIC cpeacrsa KOHTPOJIS
3alUIIEHHOCTH HH(OpPMAaLlMK B aBTOMAaTU3UPOBAHHBIX CHCTEMaxX

Heo6xonumeie 3Hanust | OCHOBHBIE KPUIITOTpapUUECKUE METO/BI, aJITOPUTMBI, IPOTOKOJIBI,
HCIOJIb3YEMBIE JUTS 3aIUTHI uHbopMauu B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

Cnoco0s1 3amuThl WHGOpPMAIUU OT "yTEUKH' TO TEXHUYECKUM
KaHaJlaM

Metoapl KOHTpOJS 3(QQPEKTUBHOCTH 3allUThl HH(OpMALUU OT
"yTeuku'" Mo TEXHUYECKUM KaHaJlaM

[IpyHIMIIBI TOCTPOEHUS CUCTEM 3alllUThl HH(OpMaLIUN

HopmatuBHBIE TpaBOBBIC aKTHI B 00JIACTH 3aLIUTHI HH(OPMAIHH

PykoBozdiue M METOIMYECKHE JTOKYMEHTBHI YIOJHOMOYEHHBIX
(denepambHBIX OPraHOB HCIOJHHUTENBHOW BIIACTH 110 3aIINUTE
uH(popManuu

OpraHu3anMoHHBIE MEPHI 10 3aIUTe HHPOPMALIUU

Apyrue -
XapaKTEPUCTUKU

3.3. O6061eHHas TpyHoBast (PyHKIUS

Buenpenue cuctem 3amuTh YpoBenb
HaumenoBanu
o nH(pOpMaIIK aBTOMATU3UPOBAHHBIX Kon C kBanuukanu | 6
CHCTEM "
[Ipoucxoxaenue 3anMCTBOBaH
- Opuruna
0000IIIEHHOMI I X |owms
TPYIOBOH (QYHKITUN opUrvHasa
Kon Perucrpanuonnsiii
opUrvHaa HOMED
poheccuoHaNbHOTO
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

cTaHjaapTa
Bo3moxzble Wmxenep no 3amure HHPOpMaLUU
HauMEHOBAHHUS Crneunanuct no 3amure nHGopmamuu [ kareropuu
JOJKHOCTEH, Crneuunanuct no 3amure nHpopmanuu 11 kareropun
npodeccuit CrnenuayiicT 1o 3anure nHOpMaIiu
NnxeHep-nmporpaMMUCT 10 TeXHUYECKOU 3amuTe nHpopmammu I
KaTeropuu
NHxeHep-nmporpaMMUCT 10 TeXHUYEeCKoU 3ammuTe nHopmarmu 11
KaTeropuu

NnxeHep-nporpaMMUCT 110 TEXHUYECKON 3a1uTe HHPOpMAIUU
HNnxenep-nporpamMmmuct I kareropuu

HNuxenep-nmporpammuct Il kateropuun

Nuxenep-nporpammuct I xareropun
NHxxeHep-nporpaMMuUCT

TpeboBanus k Briciee  oOpaszoBanue - OakamaBpuaT B obsacTu
00pa3oBaHUIO U nH(OPMAIIMOHHON 0E€30MMaCHOCTH
00y4eHHIO

TpeboBanus k onbiTy | He MeHee omHOro rosa B 00JIacTH 3alIUTHI MHOOPMAIMH WK HE
MIPaKTUYECKON pabOThl |MeHee IBYX JIeT B 00JacTh MH(MOPMAIMOHHBIX TEXHOJOTHH IS
JOJDKHOCTEH 0e3 KaTeropui

Jlnst MOJDKHOCTEHW ¢ KaTeropueil - ombIT paboThl B JIOMKHOCTH C
0osee HU3KOHM (IpEIIIECTBYIONICH) KaTeropueld He MEHee OJHOTO

rozaa

Oco0ble ycroBust Hanmuune  nmomycka K = TOCyJapCTBEHHOM — TaiiHe — (mpu
JOITyCcKa K pabote HE00X0TUMOCTH)

Hpyrue Pexomennyercs JIOTIOJTHUTEHHOE npogeccuoHaIbHOE
XapaKTePUCTUKU o0pa3oBaHMe - MPOrpaMMbl OBBIIIEHHUS KBaTU(UKAUU B 0071aCTH

WH(POPMAIIMOHHOHN 0€301MacHOCTH

I[OHOJ'IHI/ITCJ'IBHLIe XapPaKTCPUCTUKHU

HanmenoBanmue Kon HaunmenoBanue 6a30Boii rpyImiibl, T0DKHOCTH (TIpodeccrm)
JOKYMEHTa WU CTICIIUAIEHOCTH
OK3 2519 Pa3paboTynku 1 aHATUTHKHA TPOTPAMMHOTO 00€CTICUCHUS U

HpHJ’IO)KGHHfI, HC BXOAIIUC B APYT'UC I'PYIIIBL

2425 Crneuuanuctsl OPraHoB TOCYJaPCTBEHHOM BIACTH

EKC - Nuxenep-nporpaMMucT (IIpOrpaMMUCT)

- NHxeHep-nporpaMMHUCT MO TEXHUYECKOM 3alUTe
nHpopmManuu
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

OKILATP 22567 Wmnxenep no 3amure HHPOpMaLuu

26579 Crnenuaymct 1o 3anmure HHhopMaIuu

3.3.1. TpynoBas QpyHKIUSA

YcTaHOBKa U HACTPOIKa CPECTB YpoBeHb
3aIUTEI HH()OPMAIINH B MOAYPOBEHD
Haumenosanu - (bopman (mozyp )
o aBTOMATHU3HPOBAHHBIX CUCTEMAX Konx | C/01.6 6
KBTI (PUKALIH
U
3anMCTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYIOBOH (DYHKITNH 1
pyA (bynxu OpUTHHAlA
Kon Peructparnmonnerit
OpUTHHAlA HOMEp
npo¢eCcCHOHATLHOTO
cTaHjapTa

TpynoBbie 1eicTBUS BXo1HOW KOHTPOJIb KaueCTBAa KOMIUIEKTYIOIIMX M3AECIUNA CUCTEMBI
3amUThl THHOPMAIIUY aBTOMATU3HUPOBAHHON CUCTEMBI

OcymiecTBieHre  aBTOHOMHOM  HalaJKM  TEXHUYECKHX U
MPOTPAaMMHBIX ~ CPEJCTB  CHUCTEMBbl  3alllUTHl  WH(OpMaIUU
ABTOMATU3UPOBAHHON CHUCTEMBI

[IpoBeneHne NPUEMOYHBIX  HUCIBITAHWUN  CUCTEMBI  3aIUTHI
nH(pOpMaIi aBTOMAaTU3UPOBAHHOU CUCTEMBI

BHecenne B IKCIUIyaTallMOHHYIO JOKYMEHTAIlMI0 W3MEHEHHI,
HaHpaBJ'IeHHI)IX Ha yCTpaHeHI/Ie HEOOCTAaTKOB, BBIABJICHHBIX B
MPOLECCE UCTIBITAHUI

HeoOxonumeie ymenusi | ATIMUHUCTPUPOBATh MPOrpPaMMHBIE CPEACTBA CHUCTEMBI 3alllUThI
MH(pOpMAaLUU aBTOMaTU3UPOBAHHBIX CUCTEM

YCTpaHATh  W3BECTHBIC  YSI3BHUMOCTH  aBTOMATH3UPOBAHHOM
CHCTEMBI, TPUBOANINE K BO3HUKHOBEHHIO YTpoO3 0O€301MacHOCTH
nHpopmaruu

[IpumeHsTh HOpPMATHBHBIE JOKYMEHTHI IO MPOTUBOACHCTBUIO
TEXHUYECKOH pa3Belike

HpI/IMCHHTB AHAJIMTUYCCKUC n KOMITIBIOTCPHBIC MOJACIIN
ABTOMATHU3UPOBAHHBIX CUCTCM U CUCTCM 3alllUThI I/IH(bopMaHI/II/I
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

[IpoBomuTh aHanM3 CTPYKTYPHBIX M (YHKIMOHAIBHBIX CXEM
3aIIMIIEHHON aBTOMaTU3UPOBAHHON CUCTEMBI

OmnpenensaTe mapamMeTpsl HACTPOWKH MPOTPAMMHOIO 0OeCIIeUeHUs
CUCTEMBI 3aIUThl HHPOPMAIIMK aBTOMAaTU3UPOBAHHON CHUCTEMBI

Heo6xonumeie 3Hanust | OCHOBHBIE Yrpo3bl  0€30MacHOCTH HMHGOPMAIMM W MOJEIH
HapyLIUTENs B aBTOMATU3UPOBAHHBIX CUCTEMAaX

Copnepxanue JKCIUTyaTallMOHHOU JIOKyMEHTAIU!
ABTOMATHU3UPOBAHHON CHCTEMBI

TumoBble cpeAcTBa, METOABI M TPOTOKOJIBI HWACHTH(DHUKAIHH,
ayTeHTHU(UKALIMKI 1 aBTOPU3ALIHI

OcHOBHBIE MEpHI 110 3aIUTe HHPOPMALIUU B aBTOMATH3HPOBAHHBIX
cucTeMax

HopmatuBHbIE TpaBOBBIE aKThl B 00JIACTH 3aLIUTHI HH(OPMAIHH

PykoBozdimue M METOIUYECKHE JTOKYMEHTHI YIOJHOMOYEHHBIX
(denepanbHBIX OPraHOB HCIOJHHUTENBHOM BIIACTH 1O 3aIINUTE
nHpopManuu

Hpyrue -
XapaKTEPUCTUKHU

3.3.2. TpynoBas QpyHKIUSA

Pa3zpaboTka YpoBeHb
OpraHU3alUOHHO-PACIOPSAIUTEIHLHBIX MMOAYPOBEHD
Haumenosanu | °P 1 p pAA (monyp )
R JTOKyMeHTOB 1o 3amure nHdopmarmu B | Koz | C/02.6 6
ABTOMATHU3MPOBAHHBIX CHCTEMaX KB (UKAIH
51
3auMCcTBOBaH
[Ipoucxoxnenue Opuruna X |ous
TPYIOBOU (PYHKIINU I
Py (bynxu OpHUTHHAJIA
Kon PerucrpanmonHubi
OpHUTHHAJIA HOMED
po¢eCCHOHAIBHOTO
CTaHaapTa
TpynoBble neicTBus Omnpenenenue nMpaBui U MPOLEAYP YIPaBICHHUS CUCTEMOMN 3alllUThI

HH(bOpMaHHI/I aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

OHpe,Z[eJ'ICHI/Ie IpaBUII 1 IpOUCAYP BbIABICHUA HHIUICHTOB
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Omnpenenenue mpaBWJl M HPOLEAYp MOHHMTOPHHIa OOeCredeHUs
YPOBHSI  3alIMIIEHHOCTH HWHPOPMALUK  aBTOMATU3UPOBAHHOU
CHCTEMBI

Omnpenenenue mpaBwil M NOPOLEAYp 3allUThl HWHGOpPMALUK TPH
BBIBOJIE aBTOMATU3MPOBAHHOW CUCTEMBI U3 HKCILTyaTal[u1

Onpenenenue npaBuil U NPOLEAyp pearnpoBaHus HAa UHIUIEHTHI

Heo6xonumele ymenus | KnaccudumnupoBare U OUEHHBATh yrpo3bl  HHGOPMAIIMOHHON
Oe3onacHOCTH

[IpuMeHATP HOPMATHBHBIE JOKYMEHTHI II0 IPOTUBOACUCTBUIO
TEXHUYECKOHN pa3BeaKe

OmnpenensaTe mapamMeTpbl HACTPOWKH MPOTPAMMHOIO 0OECIIeUeHUs
CUCTEMBI 3aIUThl HHPOPMAIMK aBTOMaTU3UPOBAHHON CUCTEMBI

KontponupoBars 3((eKTHBHOCTE NPHUHATHIX MEp IO 3aIIUTe
nHPOpPMAIIMY B aBTOMATU3UPOBAHHBIX CUCTEMaX

HeoOxonumele 3Hanus | Coxep:kaHue U MOPANOK  ACATENBHOCTH — IIEPCOHANa 110
9KCIUTyaTalluy 3allMIIEHHBIX AaBTOMAaTU3WPOBAHHBIX CUCTEM H
CHUCTEM 3allluThl HH(OpMaLIUU

OcHoBHbIE yrpo3bl 0€30MaCHOCTH HMHPOpPMAUU U  MOJENH
HapyUIUTENs B aBTOMATU3UPOBAHHBIX CHCTEMAaX

OcHOBHBIE KPUNITOTPAPUUECKUE METO/IBI, aJITOPUTMBI, TIPOTOKOIIBI,
HCIOJIb3yEMBIE JUTS 3aIUTHI uHbopMauu B
aBTOMAaTU3UPOBAHHBIX CHCTEMAaX

[IpyuHIUIIBI  TIOCTPOCHUST CPENCTB 3aIIUTHl  WHGOPMAIMU  OT
"yTeukn'" Mo TEXHUYECKUM KaHaJlaM

HopmatuBHbIe npaBoBbIe aKThl B 00J1aCTH 3aIIUTHI HH()OpMaLUU

PykoBomsmue u METOIUYECKUE JOKYMEHTHI YIOJHOMOYCHHBIX
(denepaabHBIX OPraHOB HCIIOJIHUTEIBHOW BIJIACTH TI0  3alIUTE
nHpopmaruu

Hpyrue -
XapaKTEPUCTUKHI

3.3.3. TpynoBas pyHKIUS

AHanu3 ya3BUMOCTEN BHEJIPSAEMOI YpoBeHb
HaumenoBanu IIOIYPOBEHD
. CHCTEMBI 3alIUThI HHPOPMALIUU Kox | C/03.6 (momyp ) 6
KBTI (PUKALIH
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

s |

3auMCTBOBaH
IIpoucxoxnenue Opuruna X |ous
TPYAOBOU (QyHKIIUU bl
pyA Gy OpuUTrHHaa
Kon Perucrpanuonnsiii
OpUTHHaja HOMEp
poQeCCHOHATIBHOTO
cTaHjaapTa

TpynoBsie nercTBHs Bri6op u o0ocHOBaHUE KpUTEPHUEB s dexTuBHOCTH
(YHKIIMOHHPOBAHUS 3AIUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM

[IpoBenenue aHaym3a ySI3BUMOCTH MIPOrPaMMHBIX u
MIPOrpaMMHO-AMIMapaTHBIX CPEICTB CUCTEMBI 3aIUTHI
nH(pOpMaILIY aBTOMATU3UPOBAHHON CUCTEMBI

HpOBeI[eHI/Ie OKCIICPTHU3BI COCTOSAHUA 3alIUIIICHHOCTH I/IH(bOpMaI_[I/II/I
ABTOMATU3HUPOBAHHBIX CUCTCM

YTounenue MOJCIN yrpos 0e30macHOCTH I/IH(bOpMaI_[I/II/I
aBTOMaTHSHPOBaHHOﬁ CHUCTCMBI

HpOBeI[eHI/Ie IpCaABAPUTCIIbHBIX HUCIIBITAaHUH CHCTEMBI 3alllUThI
I/IH(I)OpMaI_[I/II/I aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

HpOBeI[eHI/Ie aHalIu3a y;ISBHMOCTCfI ABTOMATHU3UPOBAHHBIX U
I/IH(I)OpMaI_[I/IOHHBIX CUCTEM

HCO6XOI[I/IMBIG YMCEHUA KJ'IaCCI/I(i)I/II_II/IpOBaTB u OLICHUBATb YI'PO3bI 0e30macHOCTH
HH(bOpMaHHH aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

PazpaOaTbiBaTh NpeAsIOKEHHs 10 COBEPIIEHCTBOBAHUIO CHCTEMBI
ylOpaBJeHUs  3alUTON  WHpOpMAlMM  aBTOMATU3UPOBAHHOU
CUCTEMBI

[IpoBouTH aHAIU3 JOCTYIHBIX MH(POPMALMOHHBIX UCTOYHUKOB C
LEIbI0 BBIABJICHUS W3BECTHBIX YA3BUMOCTEH HCIIOJIB3YEMBIX B
CUCTEME 3aIUATHI uHpOpMaIun IIPOrpaMMHBIX u
MIPOrpaMMHO-ANNapaATHBIX CPEJICTB

YCTpaHSITI) BBISIBJICHHBIC YA3BUMOCTHU aBTOMaTI/I?,I/IpOBaHHOﬁ
CHUCTCMBbI, MPUBOAAINIMEC K BO3HUKHOBCHUIO YI'pO3 0e30macHOCTH
nHpopmaruu

HeoOxonumeie 3Hanus | OCHOBHBIE METOJIbI M CpEACTBa KpUNTOIpadUUecKOW 3allluThl
nHpopmarun
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[aTta coxpaHeHus: 17.07.2019

CriocoOb1 3amuThl UHGOPMAIMKU OT "yTEUKH"' IO TEXHHUYECKUM
KaHaJaM

CriocoObr  KOHTpOJNS A(P(GEKTUBHOCTH 3alIMTHl UHPOPMAIUU OT
"yTeuku" 1o TEXHUYECKUM KaHalaM

HopmatuBHbIE TpaBOBBIE aKThl B 00JIACTH 3aLIUTHI HH(OPMAIH

PykoBozdimue M METOIUYECKHE JTOKYMEHTHI YIOJHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHHUTENBHOM BIIACTH 1O 3aIINUTE
nHpopmManuu

OpraHu3annoHHBIE MEPHI 10 3aLUTEe HHPOPMALUU

Coz[epxcaHHe BKCHHyaTaHHOHHOﬁ JAOKYMCHTallun
aBTOMaTHSHPOBaHHOfI CHUCTCMBI

Apyrue -
XapaKTEPUCTUKU

3.3.4. TpynoBas GyHKIHUS

Brenpenue opraHu3aiimoHHBIX MEP 10 YpoBeHb
3amuTe UHPOpPMAIINH B MIOAYPOBEHB
HaumenoBanu - (opman (moayp )
R aBTOMAaTU3HPOBAHHBIX CHCTEMaX Kon | C/04.6 6
KBaNU(UKAIH
u
3auMCTBOBaH
[Ipoucxoxnenue Opuruna X lowms
TPYAOBOU (QyHKIIUU bl
pyA Gy opUrvHasa
Kon Perucrpanuonnsiii
opuUrvHaa HOMED
poQeCCHOHAIBHOTO
cTaHjaapTa
TpynoBbie neicTBUS IIpoBenenue MPOBEPKHU MTOJTHOTBI ONMCaHUS B
OpraHU3aIlMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTaX Ha

ABTOMATHU3UPOBAHHYIO CUCTCMY HeﬁCTBHﬁ epcoHalia 10
pean3an OPraHnu3allMOHHBIX MCP 3alllUThI I/IH(l)OpMaI_[I/II/I

[IpoBeneHue 3aHATUH € NEepcOHAIOM IO paboTe ¢ CHCTEMOU
3aUThl WH(GOPMAIMKA aBTOMATH3HMPOBAHHOM CHUCTEMBI, BKJIIOYast
MIPOBEJICHUE MPAKTUUYECKUX 3aHATHM Ha MakeTax WM B TECTOBOM
30HE

IToaroroBka JOKYMEHTOB, ONPEAEISIIONIUX IIpaBUia U MPOLEAYPHI,
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peamu3yeMble  OMepaTopoM  Juid  OOECIEeYeHHS  3alIHTHI
uHbpopManmui B HH(DOPMAIMOHHOW CHCTEME B XOIe ee
JKCIUTyaTaluu

[IpoBenenne mpoBepkH IOTOBHOCTH IEPCOHANA K JKCIUIyaTalluy
CUCTEMBI 3alUThl HHPOPMAIIMH aBTOMAaTU3UPOBAHHOMN CUCTEMBI

[ToaroroBka TOKYMEHTOB, ONMPEACISAIOMIMNX MPABUIIA U MPOLELYPbI
KOHTPOJISI 00ECTICYCHHOCTH YPOBHS 3alTUIIICHHOCTH WH(POPMAIIHNH,
coJiepskanieiicss B UHQOpMaLIMOHHOW CUCTEME

[ToarotoBka JOKYMEHTOB, ONMpPEIEISIIOIIMX MPaBUiia U MPOLETYPHI
BBISBJICHUSI MHLIUACHTOB, KOTOPbIE MOTYT NMPHUBECTU K COOSIM MJIU
HapylleHNIo (YHKIHOHUPOBAHUS HH()OPMAIIMOHHONW CUCTEMBI U
BO3HUKHOBEHUIO YIpo3 6€30MacHOCTH UHPOPMALIUU

[ToaroroBka JOKYMEHTOB, ONPEEISIOIINX TPaBHiIa U MPOLETYPHI
ynpaBiieHUs] KOH(UTypanuell aTTecTOBaHHON HH(OPMAIMOHHON
CHCTEMOW M CHCTEMOH 3amuThl WHpOpManuu HHGOPMAIIMOHHON
CHCTEMBI

Heo6xonumblie ymenust | Peanu3oBbiBaTh IMpaBuiia pa3rpaHUUYEHUs JIOCTyNa IEpcoHalla K
o0BEeKTaM J0CTyTa

AHanusupoBaTh IPOrpaMMHBIE U IPOrpaMMHO-alapaTHble
pelIeHusl IPH MPOSKTUPOBAHUH CUCTEMBI 3aIIUTHl HHPOPMAIUH C
LebI0 BBISIBICHUS MOTEHIMAJIBHBIX YA3BUMOCTEH O€301acCHOCTH
nHGOpMaLMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

OOydJaTh TepCOHAN aBTOMATH3UPOBAHHOW CHUCTEMBI KOMIUIEKCY
Mep (TpaBuIIa, MPOLEAYPbI, TPAKTUIECKUE TIPHEMBI, PYKOBOISIINE
NPUHIMIBL, METOMABL, CPEACTBA) s OOECIedyeHUs] 3aIluThI
uHpopMaIuu

Ocy1iecTBIATh MJIAHUPOBAHUE U OPTaHU3AIMIO PAOOTHI epcoHalIa
aBTOMATH3MPOBAHHOM CHUCTEMBI C y4eTOM TpeOOBaHUIl MO 3aIuTe
uHpopMauu

KondurypupoBarb aTTecToOBaHHYI0 MH)OPMAIIMOHHYIO CUCTEMY U
CHCTEMBI 3aIlUTHI HHPOPMAUU HHPOPMAITMOHHON CHCTEMBI

Heo6xonumele 3Hanust | HopmaTuBHBIE NMpaBOBbIE aKThl M HAIlMOHAJIBHBIE CTaHIAPTHI 110
JHULIEH3UPOBAHUIO B obnactu obecrieyeHus 3aILUTHI
TOCYJapCTBEHHON TalWHBI W CEPTUPHUKAIMH CPEICTB 3aIIUTHI
uH(popManuu

MeTobl, CrocoObl, CPeICTBA, MOCIEI0BATEIILHOCTD U COJIEPYKAHHE
O9TaIl0B pa3pa60TKH aBTOMaTH?:PIpOBaHHBIX CUCTEM HU CHCTEM
3aIUThl ABTOMATH3UPOBAHHBIX CHCTEM

HopmatuBHbIe npaBoBbIe aKThl B 00J1aCTH 3aIIUTHI HH(DOpMaLUU
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[JokymeHT npepoctasneH KoHcynbTaHTAOC

[aTta coxpaHeHus: 17.07.2019

PykoBomsimue M METOIMYECKHE JOKYMEHTBHI YHOJTHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHUTENBHOM BIIACTH 1O 3aIINUTE
uHpopMaUu

OpTaHI/ISaHI/IOHHBIC MCDPBI 110 3aIHUTEC I/IH(I)OpMaI_[I/II/I

MeTtonuku cepTUPUKAINOHHBIX UCTIHITAHNN TEXHUYECKUX CPEICTB
3amuThl HTHPOPMAIMK OT "yTeukH'" MO0 TeXHHYECKUM KaHaiaM Ha
COOTBETCTBUE TPEOOBAHUAM 1O 6€30MaCHOCTH UHPOPMALIUU

MCTOIILI, CIIOCOOBI U cpeacTBa obecneucHUs OTKaSOYCTOﬁQHBOCTH
ABTOMATHU3WPOBAHHBIX I/IH(bOpMaL[I/IOHHBIX CHUCTEM

Apyrue
XapaKTEPUCTUKU

3.4. O60061eHHas TpynoBast PyHKIUS

Pa3paboTka cuctem 3amuThbl YpoBeHb
HanmenoBanu
o MH(POPMALIUU aBTOMAaTU3UPOBAHHBIX Kon D |xBamudukanm | 7
cuCcTeM U
[Ipoucxoxaenue 3aMMCTBOBaH
. Opuruna
0000111eHHOH I X |owus
TPyAOBOW (HyHKIUU OpUTMHaja
Kon Perucrpanuonnsii
OpUIMHaja HOMEp
pohecCHOoHANBHOTO
cTaHjaapTa

Bo3sMoxkHbIe
HAaUMEHOBaHUS
JIOJDKHOCTEH,
npodeccuit

Benymmit umxeHep-pa3padoTInK CHCTEM 3alIUTHI HH(DOpMaIuu
Benymwmit cnermanuct no 3amurte nHGopmauu

PykoBonuTenb MpoeKkToB B 00JaCTH pa3pabOTKU CUCTEM 3alllUThI
uHpopMauu

PykoBoauTenb oT/ena CHCTEM 3alTUThl HGOPMAITUU

TpeboBanus k
00pa3oBaHUIO U
00y4eHHIO

Briciiee oOpa3zoBaHHMe - CHCHUAIMTET WM Marucrparypa B
obactu HH(POPMAITMOHHON 0E30MaCHOCTH

TpeboBaHMs K OIIBITY
MPaKTUYECKON pabOThI

HafeXHasa npaBoBan noaAepXxkKa
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

OcoOsle ycroBust Hanuume  momycka K rocyaapcTBEHHOW — TaiiHe  (mpu

JIOITyCKa K paboTe HEO0OXOTUMOCTH)

Hpyrue Pexomenpayercs JIOIIOJIHUTEIBHOE npogeccuoHaIbHOE

XapaKTePUCTHKH o0pa3oBaHKe - MPOrpaMMbI TIOBBIIIIEHHS KBATH(UKAUU B 001aCTH
nH(pOpMalMOHHON 6E€30MaCHOCTH

JlononHUTENbHBIE XapaKTEPUCTUKH

HaumenoBanue Kon HaumenoBanue 6a30B0ii rpymnibl, JOKHOCTH (IIpodeccun)
JIOKYMEHTa WM CTIEHUATbHOCTH
OK3 2519 Pa3zpa®oTunky ¥ aHATUTHKY IPOrPAMMHOI0 00eCIeYeHus 1

MIPWJIOKEHUH, HE BXOJSIUE B IPYTUE TPYIIIIbI

2425 CrienmanycTsl OpraHoB roCyJapCTBEHHOM BJIaCTU
2511 CucreMHBIE aHATUTHUKU
2512 Pa3pabotunku nporpaMMHOro obecrneyeHus
2523 CriennanucThl 10 KOMIBIOTEPHBIM CETIM

EKC - Nuxenep-nporpaMMuUcCT (IIpOrpaMMUCT)

- I/IH)KCHep-HpOPpaMMI/ICT 110 TEXHUYECKOM 3aIlluTe

uHpopMauu

OKIIATP 20911 ['maBHBIH crienuanucT Mo 3amure HHPopMaIuu
22567 Wmnxenep no 3amure HHPOpMaLuu
26579 Crnenuaymct 1o 3anmure HHhopMaIuu

OKCO 090102 KommnprorepHas 6€30macHOCTh
090103 Opranu3zanus ¥ TEXHOJOTUS 3alIUThl THPOpMALUU
090104 KommniekcHas 3amuTa 00beKTOB HHPOPMATH3AIUH
090105 KommnekcHoe obecniedenre HHGOpMaIMOHHON

0e30IacHOCTH ABTOMATHU3UPOBAHHBIX CUCTCM

090106 NudopmannonHas 6€30macHOCTh TEIEKOMMYHHKAITMOHHBIX
CUCTEM
090107 [IpoTuBOAEHICTBHE TEXHUYECKUM PA3BEIKAM

3.4.1. TpynoBas pyHKIus
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

TecTrupoBaHuEe CUCTEM 3ALLMTHI YpoBeHb
nHGOpMaIINH aBTOMAaTU3UPOBAHHBIX MOAYPOBEHD
Haumenosanu (bopmant p (moxyp )
R CUCTEM Kox | D/01.7 7
KBaTH(UKAIIH
u
3anMCTBOBaH
[Ipoucxoxnaenue Opuruna X lowms
TPYIOBOM (PYHKIIUH I
PyA bynxu opUruHaina
Kon PerucrpanmonHbiin
OopUruHana HOMED
po(hecCHOHATEHOTO
cTaHjapTa

TpynoBeie nelcTBUA [IpoBenenne aHanmm3a CTPYKTYPHBIX M (YHKIHMOHAIBHBIX CXEM
3alUIICHHBIX aBTOMATU3UPOBAHHBIX MH()OPMAILIMOHHBIX CHUCTEM C
LIETIBIO BBISIBJICHUS MOTEHIUAIbHBIX ySI3BUMOCTEHN
MH(POPMALMOHHOM 6€301acCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

BoisiBnenne  ys3BUMOCTH — MH(GOPMAaLMOHHO-TEXHOJIOTUYECKUX
PECYPCOB aBTOMATHU3UPOBAHHBIX CUCTEM

BoisiBneHne OCHOBHBIX Yrpo3 ©Oe3omacHOCTH UWHGOpMaluu B
ABTOMATU3MPOBAHHBIX CHCTEMaxX

CocraBnenne METOIUK TECTUPOBAHUA CUCTEM 3alIUThI
I/IH(bOpMaI_[I/II/I ABTOMATHU3HUPOBAHHBIX CUCTCM

[TonGop WHCTPYMEHTANIbHBIX CPEJICTB TECTUPOBAHUS CHCTEM
3a1uThl HH(GOPMAILIMK aBTOMATU3HUPOBAHHBIX CHCTEM

CocraBnenune IMPOTOKOJIOB  TECTUPOBAHUA  CHUCTEM  3AlIUTHI
I/IH(bOpMaI_[I/II/I ABTOMATHU3HUPOBAHHBIX CUCTCM

HeobOxonumblie ymeHusi | AHANM3UPOBAaTh OCHOBHBIE XapaKTEPUCTHUKH U BO3MOKHOCTH
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM TI0 Tiepeaue nHpopMaluu

AHanu3upoBaTh OCHOBHBIE Y3JIbI M YCTPOICTBAa COBPEMEHHBIX
aBTOMATHU3HPOBAHHBIX CUCTEM

[IpuMeHATh JEHCTBYIONIYI0O HOPMAaTHBHYHO 0a3y B oOiactu
obecrieueHus 6€30MacHOCTH HHGOPMAITTH

KonTponupoBats 6e30TkazHOE (PYHKIIMOHUPOBAHUE TEXHUYECKUX
CPEJICTB 3alIUThl HHPOPMAITUU

BoccranaBnuBarh (3aMEHATH) OTKa3aBLINE TEXHUYECKHE CPEACTBa
3a1uThl HH(OPMAaLIUN
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Heo6xonumeie 3nanust | [IpuHmumnel moctpoeHuss U (pyHKIMOHUPOBAHHUS CHCTEM U CeTei
nepenayu UHGopmauu

OTanoHHAs MOACIIb B321PIMOI[CI71CTBH$I OTKPBITBIX CUCTEM

OcHoBHBIE yrpo3bl 0€30MacHOCTH HMHGPOPMAIUU U MOJIEIH
HapYIIUTENs B aBTOMATU3HUPOBAHHBIX CHCTEMaX

OcHOBHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaL[I/II/I B aBTOMATU3HUPOBAHHBIX
CUCTEMaxX

OcobeHHOCTH 3alllUThI I/IH(I)OpMaI_II/II/I B aBTOMATU3HUPOBAHHBIX
CUCTCMaAX YIPaBJIICHHUA TCXHOJOT'MYCCKUMU IIPpOoLcCCaMu

[IpyHIUOBI TOCTPOEHUS] CPEACTB 3alIUTHl  MH(QOpPMAIUM  OT
"yTeuku" 10 TEXHUYECKUM KaHalaM

OcCHOBHBIE KpUNITOTpapUUECKUE METO/IbI, AJITOPUTMBI, IPOTOKOJIBI,
HCIOJIb3YEMBIE JUIS 3aILUTHI uHpOpMaLIUU B
ABTOMAaTU3MPOBAHHBIX CHCTEMAaX

Texuuueckue kanaibl "yTedku" HHPOPMALUU

TexHuueckue cpeacTBa KOHTPOJS 3()(HEKTUBHOCTH Mep 3allUThI
uHpopMauu

Opranuzanus 3ammThl HHGOpMaIuK oT "yTeukn" 1Mo TEXHUUECKUM
KaHaiaM Ha 00beKTax MH(pOpMaTH3AINH

HOpMaTI/IBHLIe IIpaBOBLIC AKTHI B obmactu 3allIUThI I/IH(l)OpMaI_[I/II/I

PykoBomsiue M METOIMYECKHE JOKYMEHTBHI YHOJTHOMOYEHHBIX
(benepanbHBIX OPraHOB HCIOJHMUTENBHOM BIIACTH MO 3aIINUTE
uHpopMauu

OpTaHI/ISaHI/IOHHBIC MCPBI 110 3aIHUTEC I/IH(I)OpMaI_[I/II/I

Hpyrue -
XapaKTEPUCTUKU

3.4.2. TpynoBas pyHKIus

Pa3zpaboTka mpoeKTHBIX PEIIeHHI O YpoBeHb
3amuTe nHpoOpMauu B MOAYPOBEHB
HaumenoBanu - (opman (moxyp )
R ABTOMATU3UPOBAHHBIX CUCTEMAX Kox | D/02.7 7
KBaTM(UKAIIH
u
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

3auMcTBOBaH
[Ipoucxoxnenue Opuruna X |ous
T OBOU (pYHKIIUHA I
PyA (bymx opurvHaja
Kon PerucrpanmonHubi
opurvHasa HOMED
po¢eCCHOHAIBHOTO
cTaHjapTa

TpynoBble neicTBUs Pa3paboTtka mozenu yrpo3 Oe3onacHOCTH WHGOPMALUU U MOJIEIH
HapYUIUTENs B aBTOMATU3UPOBAHHBIX CHCTEMaX

Pa3pa60TKa MOI[GJ'IGﬁ ABTOMATHU3UPOBAHHBLIX CUCTEM H IIOJACUCTEM
0e30IMacHOCTH ABTOMATHU3UPOBAHHBIX CUCTCM

Pa3pa60TKa IMPOCKTOB HOPMATHUBHBIX AOKYMCHTOB,
PErIIaMCHTUPYIOIIHUX pa60Ty 110 3alIuTC I/IH(I)OpMaLII/II/I

PazpaGoTka mnpeniokKeHHid IO COBEPIIEHCTBOBAHUIO CHCTEMbI
yIpaBIEHUS 0€301acCHOCTBIO uHpopManuu B
aBTOMATU3UPOBAHHBIX CUCTEMAaX

Heo6xonumele ymenus |I[lpumeHsaTs [eHCTBYIOLIYI0O HOpMaTHBHYIO 0a3y B oOnactu
o0ecrieyeHus 3aluThl HHPOpMALUU

[IpuMeHATh HOPMATHUBHBIE JOKYMEHTBI 110 MPOTHUBOACUCTBUIO
TEXHUYECKOHN pa3BEIKe

KJ'IaCCI/I(bI/II_II/IpOBaTL 3alHUIIACMY O I/IH(I)OpMaI_II/IIO 10 BUAAM TalHBI
1 CTCIICHAM KOH(I)I/II[GHI_II/IEUILHOCTI/I

OHpe,Z[eJ'IHTB THIIBI Cy6’beKTOB AoCTtynna #u 00BEKTOB A0CTy1a,
SABJIAIOIINXCA 00BbEeKTaMH 3alllUThI

OnpenensaTe METOIbl YHPAaBIEHUS TOCTYIIOM, THUIBl JIOCTyIlA H
NpaBUja pasrpaHUyYEHHss JOCTynma K OOBeKTaM JI0CTyIa,
MOJICKAILUM pealu3alii B aBTOMaTU3UPOBAHHOM cHCTEME

BriOupate Mepsl 3amuThl HHGOPMAINH, MMOAJIeKAIINE peaTn3auu
B CHCTEME 3aIUTHl HH()OPMAIH aBTOMAaTU3NPOBAHHON CUCTEMBI

OmnpenensaTe BUIBI M TUIBI CPEJICTB 3aIIUTHl HH(MOpPMAIHH,
00ECTICUMBAIOIINX  pEATU3aMI0 TEXHHYECKUX MeEp  3allUThI
nHpopManuu

Onpenensitb  CTPYKTYpy  CHCTEMBl  3allUThl  MH(OpMaLUH
aBTOMATHU3UPOBAHHOW CHCTEMBI B COOTBETCTBUU C TPeOOBAHUSIMHU
HOPMAaTHUBHBIX IIPAaBOBBIX JOKYMEHTOB B OOJIACTH  3allUThI
nHpOpMAaLUU aBTOMATU3UPOBAHHBIX CUCTEM
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HeoOxonumele 3Hanus | PykoBonsuiue M METOIMYECKHE JOKYMEHTHI YIOJHOMOYEHHBIX
(denepambHBIX OpPraHOB HCIOJHHUTENBHOW BIIACTH 110 3aIINATE
uHpopManuu

HopmatuBHBIE TpaBOBBIE aKThl M HAIMOHAJIBHBIE CTAHIAPTHI TI0
JHICH3UPOBAaHUIO B obmact  oOecreYeHHsT  3alIUThI
TOCYAapCTBEHHOW TalHBI M CEePTUPHUKALUN CPEJCTB 3aIIUTHI
nHpopManuu

[lpuHuMnbl  mOCTpoeHUS U (QPYHKIMOHUPOBAHUS, MPUMEPHI
peanu3anuii  COBPEMEHHBIX  JIOKaJbHBIX U TJI00AIbHBIX
KOMITBIOTEPHBIX CETEH M X KOMIIOHEHTOB

Ocobennoctu 3allNThI I/IHq)OpMaI_II/II/I B AaBTOMAaTU3HWPOBAHHBIX
CUCTCMAX YIPABJIICHUA TCXHOJOT'MYCCKUMH ITPpOHCcCCaMu

Kpurepun oueHkn »>QQPEKTUBHOCTM U HAJSKHOCTU CPEACTB
3aIUThI UHpOpMALIUU IIPOrpaMMHOTO oOecrieueHHs
aBTOMATHU3UPOBAHHBIX CUCTEM

[IpyHUMnBl  OpraHuM3alMd M CTPYKTypa CHUCTEM  3alllUThI
nHpOpPMALUU TIPOTPAMMHOT0 00ecreueHus] aBTOMAaTH3UPOBAaHHbIX
CUCTEM

OCHOBHbBIE  XapAaKTEPUCTUKU TEXHUYECKUX CPEICTB 3alllUThI
nH(pOpMaLIMU OT yTeUeK M0 TEXHUYECKUM KaHajaM

[punnunsl  GOpMUPOBAHMUA  TMOJUTHKH  HH(DOPMAITMOHHON
0€30MacHOCTH B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX

Hpyrue -
XapaKTEPUCTUKHU

3.4.3. TpynoBas pyHKIUSA

Pa3paboTka skcruryaTaimoHHOM YpoBeHb
OKYMEHTAIIUH Ha CUCTEMBI 3aIlIUThI ITOyPOBCHB
Haumenopanu | oY 11 11 (mozyp )
o nH(pOpMaIIMK aBTOMATU3HPOBAHHBIX Kon | D/03.7 7
CUCTEM KB (hUKAIH
u
3auMCTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYAOBOH (DYHKIIHH h)
pyA (bynxu opUrvHaja
Kon PerucrpanmonHubi
opurvHaa HOMED
po¢eCCHOHAIBHOTO
CTaHaapTa
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TpynoBble neicTBus AHanmu3  TEXHMYECKOM  JOKyMEHTaluu  HMH()OpMAaIMOHHON
UHPPACTPYKTYPHl aBTOMATU3UPOBAHHON CHCTEMBI

AHanu3 3alMIIEHHOCTH HMH(OPMALMOHHOM HMHGPACTPYKTYpPbl
aBTOMaTU3UPOBAHHOM CUCTEMBI

®opmupoBanue TpeOOBaHUM MO 3amUTe WHGOPMALIUU, BKIHOYAS
WCIOb30BAaHUE MATEMAaTHUYECKOro ammapara JUisi  peuieHus
MPUKJIAHBIX 3a/1a4

JIOKyMEHTHUpOBaHHE MPOTPAMMHOTO OOECIEeYCHHSI, TEXHUUYECKUX
CpelaCTB, 0a3 J[aHHBIX W KOMIBIOTEPHBIX CETEH C Yy4eTOM
TpeOoBaHMil 10 0OECIIeUEeHUIO 3aIUThl HUHOPMaLUU

Ananus CTPYKTYPHBIX U (bYHKHI/IOHaJIBHI)IX CXEM 3alllMIICHHBIX
ABTOMAaTHU3WPOBAHHBIX I/IH(i)OpMaHI/IOHHI)IX CHUCTEM

ObocHoBanmne kputepreB 3PGEKTUBHOCTH (YHKIMOHUPOBAHUS
3alUIIEHHBIX aBTOMATH3MPOBAHHBIX HH(POPMAITMOHHBIX CUCTEM

Hcnonk30BaHne MpOrpaMMHO-AMITAPATHBIX CPEJCTB 00CCICUCHHUS
0e30macHOCTH HH(POPMAIIMH B aBTOMATH3UPOBAHHBIX CHCTEMAax

HeoOxonumelie ymenust | Onpenensitb Mepbl (IIpaBuiia, IpOLEAYpbl, IPAKTHUECKHE TIPUEMBI,
PYKOBOJSIIME TPUHIUIBI, METOJbI, CPEACTBA) JUISl 3aIMUThI
nH(pOopMalliK B aBTOMATU3UPOBAHHBIX CHCTEMaX

Pa3pabarbiBaTh TEeXHUYECKHE 3aJaHWs Ha CO3JaHHUE IOJCUCTEM
nH(pOPMaLIMOHHON 6€301MaCHOCTH aBTOMAaTHU3UPOBAHHBIX CUCTEM

[IpoexktupoBath mnoacucTeMbl 0Oe30macHOCTH UHGOPMALUU C
y4eTOM  JCWCTBYIOIIMX  HOPMATHBHBIX U METOAMYECKHUX
JIOKYMEHTOB

Pa3pa6aTBIBaTI> MOZICIIN aBTOMAaTHU3UPOBAHHBIX CUCTEM M CUCTEM
3alIUThI I/IH(bOpMaI_[I/II/I ABTOMATHU3HUPOBAHHBIX CUCTEM

HCCJ’ICI{OB&TB MOJCIIN aBTOMATU3UPOBAHHBLIX CHUCTEM H CHCTEM
3alIUThI 0e30macHOCTH ABTOMATHU3HUPOBAHHBIX CUCTEM

AHanu3upoBaTh MPOTPAMMHBIE, APXUTEKTYPHO-TEXHUUYECKUE H
CXEMOTEXHUYECKUE PEIICHUS KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX
CUCTEM C LEJbI0 BBISBICHUSA [OTEHUUAIBHBIX YA3BUMOCTEH
CUCTEM 3aIlUThl UH(HOPMAIIUY aBTOMATU3UPOBAHHBIX CHCTEM

OnenuBaTh MH(POPMALMOHHBIE PHUCKHM B aBTOMAaTH3MPOBAHHBIX
chUcTeMax U OIpenensiTh MH()OPMAIMOHHYI0 HHOPACTPYKTYPY H
MH(OpPMaLIMOHHBIE PECYPCHI, TOATIEKAIIUE 3AIIUTE
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[IpoBOAUTH TEXHUKO-3KOHOMHUYECKOE OOOCHOBAHHME MMPOEKTHBIX
pelieHuit  MpOorpaMMHO-aIMapaTHBIX  CPEJICTB  oOecreueHus
3amuThl UHQOPMAIIUK B aBTOMATHU3MPOBAHHOW CHUCTEME C IIEJIBIO
obecrnieueHus TpeOyeMoro ypoBHS 3alIUIEHHOCTH

HccnenoBath 3¢ (heKTUBHOCTH ITPOEKTHBIX penieHui
MPOrpaMMHO-aIMAPaTHBIX ~ CPEACTB  OOECHEYCHUS  3allUThI
uHpOpMAIlUM B  aBTOMATU3MPOBAHHOW CHCTEME C  IICIBIO
obecrniedeHus TpeOyeMoro ypoBHS 3alIUIIEHHOCTH

HpOBOI[I/ITB KOMIIJICKCHOC TECTUPOBAHUC U OTJIAAKY allllapaTHBIX U
IpOrpaMMHBIX CUCTCM 3alIHUTLL I/IH(I)OpMaI_II/II/I

Heobxonumslie 3Hadus | OCHOBHBIE METOIBI yIpaBJICHUS UH(POPMAIIMOHHOM
0€30I1aCHOCTBIO

OCHOBHbBIE MOHATHS TEOPUU ABTOMATOB, MATEMaTUUECKOM JIOTUKH,
TEOPHH AITOPUTMOB U TEOPHUHU TpadoB

OcHOBHBIE ~ METOJBl  yNpaBJIEHUS MpoOeKTaMH B  001acTu
MH(POPMALMOHHOH 0€301MacHOCTH

HaI_II/IOHaJ'IbHBIC, MCKTOCYHapCTBCHHBIC u MCKAYHAPOAHLIC
CTaHapThI B obiactu 3alllUThI I/IH(I)OpMaI_II/II/I

OCHOBHEBIE MCDPBI 110 3alIUTC I/IH(l)OpMaI_II/II/I B aBTOMAaTU3UPOBAHHBIX
CUCTEMaXx

OcobenHoctu 3allINThI I/IHq)OpMaI_II/II/I B ABTOMATU3HWPOBAHHBIX
CUCTCMaAxX YIPaBJIICHUA TCXHOJOT'MYCCKUMH ITPpOHCcCCaMun

VYrpo3sl  Oe3zomacHOCTH,  HMH(OpPMAIMOHHBIE  BO3JEHCTBHUA,
KPUTEPUHM  OLEHKM  3alIMIIEHHOCTH U  METOJAbl  3alllUThI
nHpOpPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

MCTOIILI, CHOCO6BI, CpeacTBa, MOCICAOBATCIIBHOCTL U COACPKAHNC
OTaIlOB pa3pa60TKH ABTOMATU3HUPOBAHHBIX CHUCTCM HU CHUCTCM
3alllUThI I/IH(1)OpMaIII/II/I ABTOMATHU3UPOBAHHBIX CUCTEMAX

[IporpamMMHoO-anmapaTHble  CpeacTBa  OOECHEYEHHs  3alllUThI
nH(popmManuu B IIPOrpaMMHOM o0ecrieyeHnn
ABTOMAaTU3HPOBAHHBIX CHCTEM

OCHOBHBIE CpelCTBa, CIIOCOOBI M MPUHIIMITEI TOCTPOCHHUS CHCTEM
3anIUThl HH(OPMAIMHA aBTOMATH3UPOBAHHBIX CHCTEM

HopmatuBHBIE TpaBOBBIE aKTHI B 00JIACTH 3aLIUTHI HH(OPMAIHH

PykoBozdiue M METOIMYECKUE JTOKYMEHTHI YIOJHOMOYEHHBIX
(denepambHBIX OPraHOB HCIOJHHUTENBHOW BIIACTH 110 3aIINUTE
uHpopManuu
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Apyrue -
XapaKTEPUCTUKU

3.4.4. TpynoBas QpyHKIUSA

Pa3zpaboTka nporpaMMHBIX U YpoBeHb
MPOrPaMMHO-AMMAPATHBIX CPEJICTB AJIs MOAYPOBEHB
Hanwmenosann | PP p PENCTB 1t (moayp )
R CHCTEM 3allUThl HHPOPMALIUU Kon | D/04.7 7
aBTOMATU3UPOBAHHBIX CUCTEM KB (hUKAIH
u
3anuMCTBOBaH
[Ipoucxoxnenue Opuruna X |ous
TPYJA0BOM ()YHKIIMHU b
Py by opurvHaa
Kon PerucrpanmonHbi
opurvHaa HOMED
poheccuoHaNbHOTO
CTaHaapTa

TpynoBeie neicTBus PazpaboTka TEXHMUECKOM JOKYMEHTallud B COOTBETCTBUU C
TpeOOBaHUSAMU Enunon CHUCTEMBI KOHCTPYKTOPCKOU
nokymerntaiun  (ECK/]) u Eaunoil cuctembl mnporpaMMHON
nokymenTtanuu (ECIIJ]) Ha KOMIIOHEHTHI aBTOMAaTH3WPOBAHHBIX
CUCTEM

[IpuMeHeHHnE CpeACTB CXEMOTEXHUYECKOIO IPOCKTUPOBAHUSA U
COBPEMEHHOUN U3MEPUTEBHON aIapaTypsl

CuHTE3 CTPYKTYPHBIX W (DYHKIIMOHAJIBHBIX CXEM 3allUIICHHBIX
ABTOMAaTU3HPOBAHHBIX CUCTEM

Pa3zpaborka mporpaMMHOTO 00€CIeUCHHsI, TEXHHUECKUX CPEICTB,
0a3 JaHHBIX U KOMIIBIOTEPHBIX CeTeil ¢ ydyeTroM TpeOoBaHHM IO
obecrieueHuno 3anuThl HHpopMaIuu

Pa3paboTka 31eKTpPOHHBIX CXEM C y4€TOM TpeOOBaHUM MO 3aluTe
nHpopmarun

OnTtumuszanust paboThl 3JEKTPOHHBIX CXEM C y4E€TOM TpeOOBaHMA
10 3antuTe HHHOPMAITIH

H€06XOI[I/IMI)IG YMCHUA OHGHI/IBaTI) CJIO)KHOCTD aJITOPUTMOB U BBIYHCIICHUH

Pa3pabaTpiBaTh TEXHUYECKHE 3aJlaHUS HA CO3/JaHUE TIOJCHUCTEM
O0e3zonmacHOCTH  WHGOpPMAIIMM  aBTOMAaTHU3UPOBAHHBIX  CHUCTEM,
MPOEKTUPOBATh TaKHe TMOACHCTEMBbl C YYEeTOM TpeOOBaHHIA
HopMatuBHbIX 10kymMeHTOB, ECK/] u ECI1/]
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AHanM3UpoBaTh MNPOTPAMMHBIE, APXUTEKTYPHO-TEXHUYECKHE U
CXEMOTEXHUYECKUE PELIEHUS KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX
CUCTEM C LEJIbI0 BBISBICHUS [OTCHIMAIBHBIX YSA3BUMOCTEHN
0e30macHOCTH NH()OPMAIIUY B aBTOMATH3UPOBAHHBIX CHCTEMaX

[IpoBOIMTH  KOMIUIEKCHOE  TECTMPOBAHME  alllapaTHBIX U
MIPOTPaMMHBIX CPEICTB

Heo6xonumeie 3nanus | [Ipodeccuonanbias u  Kpunrorpaguueckass TEPMHHOJIOTUS B
oOmact 6e30macHOCTH HHDOPMAITHH

OcHoBHBIC I/IH(bOpMaLII/IOHHBIe TCXHOJIOTUH, HCIIOJIb3YyCMBIC B
ABTOMATHU3WPOBAHHBIX CUCTEMAX

CpenctBa u ciocoObl o0ecrieyeHns 6e30MacHOCTH HHPOPMAIINY,
MPUHIUIIBI TIOCTPOCHUA CUCTEM 3alIUThI PIHCI)OpMaHI/II/I

OcHOBHBIE KpUNITOTPA(YUIECKUE METO/IbI, AITOPUTMBI, TPOTOKOJIBI,
HCIOJIb3YEMBI€ IS 3alUThl HH(OpMaLuU B
ABTOMAaTU3HPOBAHHBIX CHCTEMAaX

CoBpeMeHHbIE TEXHOJIOTUU POrPaMMUPOBAHUS

OrajoHHas  MOJENb  B3aUMOJECHCTBUS  OTKPBITBIX  CHCTEM,
OCHOBHBIE IIPOTOKOJIBI, IIOCJIEIOBATCIIBHOCT M COACPKAHHE
9TarioB  MOCTPOEHHS U  (PYHKIMOHUPOBAHUS  COBPEMEHHBIX
JIOKaJIbHBIX U IN100aJbHBIX KOMIIBIOTEPHBIX CETEH

OcoOeHHocTH 3amUThl MHGOpPMAMd B aBTOMAaTU3UPOBAHHBIX
cucTeMax yNpaBlIeHUs] TEXHOJIOTHYECKUMU MPOLiecCaMU

[IpuHuunel  paboThl 27I€MEHTOB U (YHKIUOHAJIBHBIX Y3JIOB
JJIEKTPOHHOM amapaTypsl, TUIIOBBIE CXEMOTEXHUYECKUE PELICHUS
OCHOBHBIX Y3JIOB M OJIOKOB JIEKTPOHHOM anmaparypsl

[IpuHIUMOBL  OpraHM3alid  JOKYMCHTHPOBAaHUS pPa3pabOTKH H
mporecca  COMPOBOXKIACHUS  MPOTPAMMHOTO M AlapaTHOIo
oOecreueHus

MeTopl TECTUPOBAHUS M OTJIAAKH MPOTPAMMHOTO M AIapaTHOTo
o0ecreueHus

ApXHTEKTypa, OCHOBHBIE MOJEIH, IOCIEI0BATEIILHOCTh U
COJICpKaHUE DTAINOB MPOCKTHPOBAHUS, (PU3UUCCKAs OpPraHU3aIUS
0a3 JaHHBIX

HOpMaTI/IBHLIC IpaBOBLIC AKTHI B obmactu 3allIUThI I/IH(I)OpMaI_II/II/I

PYKOBOI[HIJ_II/IG U MCETOAUYCCKHUEC HNOKYMCHTBHI YIOJHOMOYCHHBIX
q)eﬂepaHBHLIX OpraHoB HCIIOJIHUTEILHOM BIIACTHM II0 3alllUTe
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uHpopMauu

Hpyrue
XapaKTEPUCTUKHU

3.5. O60061eHHas TpynoBast PyHKIUS

dopMupoBanue TpeOOBAHMIA K 3aIITUTE YpoBeHb
HaumenoBanu
o nH(popMaIy B aBTOMAaTU3UpOBaHHBIX Koz E kBarukamm | 8
cucTeMax u
[Ipoucxoxnenue 3anMCTBOBaH
. Opuruna
000011eHHOI I X |owus
TPYIOBOH (QYHKITUN opuUrvHasa
Kon Perucrpanuonnsii
opuruHana HOMED
pohecCuoHANBHOTO
cTaHjapTa

Bo3MmoxxHbIe
HAaUMEHOBaHUS
JIOJDKHOCTEH,
npodeccuit

['maBHBIH cienuanyct no 3amure HHpopMauu
PykoBoauTens oTaena cucteM 3auuThl HHGOpMaIuu
3aMecTuTeNb PYKOBOJAUTENS AeTapTaMeHTa (0Taesna)
HCCIIeI0OBaHM U pa3paboTok

PykoBonurens nenapraMmenTa (OTAeIa) UCCIeIOBAHUN U
pa3paboTok

TpeboBanus k
00pa3oBaHMIO U
00y4eHHIO

Briciee oOpa3oBanue - CHEIHATUTET, WIM Marucrparypa B
obnactu nHOOPMAITMOHHONW 0€30MTaCHOCTH
u

JlononHuTenbHOE MpodeccruoHaibHOe 00pa3oBaHUE - MPOrPaAMMBI
MOBBIIICHUST  KBanupUKaMd B  00MacTH  HH(POPMAIMOHHOM
0e30MmacHOCTH

NI

Bricmiee oOpazoBanue - acnupaHTypa (aIbIOHKTYPA)

u

JlononHuTenbHOE MpodeccruoHaibHOe 00pa3oBaHUE - MPOrPaAMMBI
MOBBIIICHUST  KBanupUKaMd B  00MacTH  HHQPOPMAIIMOHHOM
0e30MacHOCTH

TpeboBaHus K ONBITY
MPAKTUYECKON pabOTHI

He menee msatu siet B 001acTu 3auThl MHGOPMAIMK, B TOM YUCIIE
Ha PYKOBOJAIIMX JOJDKHOCTAX HE MEHEE TPEX JIET, IJI UMEIOIINX
BBICIIIEE 0OPAa30BaHUE - CIIEIHATIUTET WIN MaruCTpaTypa B 001acTH
nH(pOpPMaLIMOHHON 6E30MaCHOCTH

i

He menee Tpex seT B 00s1acTy 3auThl HHGOPMAIMU, B TOM YHCIIE
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Ha PYKOBOAAIIUX OOJDKHOCTAX HC MCHEC ABYX JICT, JJII UMCIOIIUX
BEICIIIEe 00pa30BaHKE - aCUPAHTYpa (A IBIOHKTYpA)

OcoOsle ycroBust Hanuume  momycka K rocyaapcTBEHHOW — TaiiHe — (mpu
JIOITyCKa K padoTe HEO0OXOTUMOCTH)

Apyrue -

XapaKTePUCTHKH

I[OHOJ'IHI/ITGJ'IBHLIQ XapaKTCPUCTUKHU

HanmenoBanmue Kon HaunmenoBanue 6a30Boii rpyIIibl, T0DKHOCTH (TIpodeccum)
JOKYMEHTa WIH CTIEIUATBHOCTH
OK3 1223 PyxoBoauTenu noapazaeaeHuil Mo HAy4YHbIM UCCIICI0BAaHUAM

U pa3paboTkam

1330 PykoBoauTenu ciryx0 u nmoapaszaesieHuii B cepe
UHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH

1213 PykoBoauTenu B 007aCTH ONPEACICHHS TIOJTUTUKH U
IUTAHUPOBAHUS JESTEIILHOCTH

EKC - JupexTop (HayaIbHUK) BEIYHCIUTEILHOTO
(MH(pOPMAIIMOHHO-BBIYHCIUTENILHOTO) LIEHTPa

- Hauansuuk otaena nadopmanuu

- Hauansauk otaena (mabopaTopuu, CEKTOpa) MO 3alTUTE
uHdopmauu

- HavanesHuk TEXHHYECKOro OTAela

OKIIATP 20911 ['maBHBIN CTIETUATUCT 110 3aIIUTe HHPOPMALIUU
OKCO 090102 KomnbrorepHas 6€30macHOCTh
090103 Opranu3anus 1 TEXHOJIOTUS 3aIIUTHl HHPOPMALUU
090104 KomrmnekcHas 3ammra 00eKTOB MHPOPMATH3AIUU
090105 KommiekcHoe obecnieueHne nHGOpMAIIMOHHON

0€e30macHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM

090106 HNudopmannonHas 6€301macHOCTh TEIEKOMMYHHKAIIMOHHBIX
CHCTEM
090107 [IpoTrBOAEICTBUE TEXHUUYECKUM Pa3BEIKaM
www.consultant.ru Crpanuua 41 n3 50
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

OKCBHK <7> [051319 MeToabl U CUCTEMBI 3alUTHl HH(POPMAIINH,
nHpOpMaIMOHHAsT O€30MTaCHOCTb

3.5.1. TpynoBas QpyHKIUSA

O0ocHOBaHME HEOOXOIUMOCTH 3aIUThI YpoBeHb
nH(pOpPMAIINU B aBTOMATU3UPOBAHHON MMOAYPOBEHD
HanmenoBanu (opman p (moxyp )
o CHCTEME Kox | E/01.8 8
KB (hUKAIH
51
3auMcTBOBaH
[Ipoucxoxnenue Opuruna X |ous
TPYIOBOU (PpYHKIINU I
PyA (bymx opurvHaa
Kon PerucrpanmonHbi
opurvHaa HOMED
po¢eCCHOHAIBHOTO
CTaHaapTa

TpynoBble neicTBUs AHanu3 xapakrepa o0pabaTsiBaeMoil HH(POpPMAIK U OIpeieJICHHEe
nepevHs nHpopMaluu, MoAJIeKaIen 3amure

BbisiBnenue  cremeHu  y4yacTuss IepcoHaga B oOpaboTke
3anuiaeMon nHdopMau

HHaHI/IpOBaHI/Ie MCpOHpI/IHTI/Iﬁ oo o0ecreyeHnro 3alllUThI
I/IH(I)OpMaI_[I/II/I B aBTOMaTI/I3HpOBaHHOI>'I CHUCTEMC

Omnpenenenne Tpedyemoro kiacca (YpOBHs) 3alUIIEHHOCTH
ABTOMAaTU3UPOBAHHON CUCTEMBI

O06ocHoBanue HCO6XO,Z[I/IMOCTI/I HCIIOJIB30BaHUA
KpI/IHTOFpa(I)I/I"IeCKI/IX CpCACTB 3allIUThI HH(bOpMaHHH

Pa3paboTka OTYETHBIX JOKYMEHTOB M Pa3/CliOB TEXHUYECKHX
3aIaHUN

H606XOI[I/IMBIG YMCEHUA AHaHI/ISHpOBaTB oejan COo3aaHusl aBTOMATH3UPOBAHHBLIX CUCTCM H
3ala4yy, peiracMbIC aBTOMATU3UPOBAHHBIMU CUCTCMaMU

BrisaBaaTe YA3BUMOCTH I/IH(bopMaI_[I/IOHHO—TCXHOJ'IOI‘I/I‘ICCKI/IX
PECYpCOB aBTOMATU3UPOBAHHBIX CUCTEM

KnaccugunupoaTh 3amuinaeMyo HHOOPMAIHIO IO BUIAM TalHbI
M CTENECHSM KOH(MUACHIMAIbHOCTH M  OLEHHBATH  YIPO3bI
6e30macHOCTH UHPOPMALIUU
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

OpranuzoBeiBaTh ~ pabOTBl MO  CO3JAHHWIO,  BHEIPCHUIO,
MIPOCKTUPOBAHUIO, Pa3pabOTKe M COMPOBOXKICHHUIO 3aIUIICHHBIX
ABTOMATHU3UPOBAHHBIX CHCTEM

Hcnonb30BaTh pPHUCKOBYIO METOJOJIOTHIO YNPABICHUS 3alllUTOM
nH(pOpMalliy B aBTOMATU3UPOBAHHON CUCTEME

Ornpenenars KIacc 3allUIEeHHOCTH aBTOMAaTHU3UPOBAHHBIX CHUCTEM
U €€ COCTaBHbBIX YyacTel

H€06XOI[I/IMI)IG 3HaHusa | OCHOBHEBIE HHq)OpMaHHOHHBIG TCXHOJIOTHHU, HCIIOJB3YEMBIC B
ABTOMAaTHU3WPOBAHHBIX CUCTEMAX

OcHoBHbIE yrpo3bl 0€30MaCHOCTH HMH(POpPMAUU U MOJENH
HapyUIUTENs B aBTOMAaTU3UPOBAHHBIX CHCTEMaX

Bunsl uHGOpMANMOHHBIX BO3JIEHCTBHHA W KPUTEPUU OLECHKU
3alUIIEHHOCTH HH(OpMAaLMK B aBTOMAaTU3UPOBAHHBIX CHCTEMAaxX

Metoapl 3amuThl UHPOPMAIUU OT "yTEUKH"' MO TEXHUYECKUM
KaHajiaM

[IporpamMMHoO-anmapaTHble  CpeacTBa  OOECHEYEHHs  3alllUThI
uHpopManuu B IPOrpaMMHOM o0ecrnieueHnn
aBTOMAaTH3UPOBAHHBIX CUCTEM

Mertoapl, ciocoOBI U CpeaCcTBa 00eCIeUeHUsI 0TKA30yCTOMYNBOCTH
ABTOMATH3HPOBAHHBIX CHCTEM

[lpuHuunsr  GopmupoBaHUS  MOJUTUKA  MHPOPMAIIMOHHOM
0€30I1aCHOCTH B aBTOMaTU3MPOBAHHBIX CUCTEMAX

HopmatuBHbIe npaBoBbIe aKThl B 00J1aCTH 3aIIUTHI HH(DOpMaLUU

HanmonanpHbple, MEXrocyJapCTBEHHbIE U MEXIyHApOJHBIE
CTaHJapThl B 00J1aCTH 3aLIUTHl HHGOPMATUU

PykoBomsimue u METOIUYECKUE JOKYMEHTHI YIOJIHOMOYCHHBIX
(denepaabHBIX OPraHOB HCIIOJIHUTEIBHOW BIJIACTH TI0  3alIUTE
nHpopmaruu

OpranuzalnoHHbIE MEPHI 110 3alIUTe HH(OPMALIUN

MeTomukn cepTUPUKAMOHHBIX UCTIBITAHUN TEXHUISCKUX CPEICTB
3amuThl HHPOpMaIMK OT "yTeUKH'" MO TEXHMYECKHUM KaHajiaM Ha
COOTBETCTBHUE TPEOOBAHUSAM MO0 O€30MACHOCTH UH(POPMALINH

Coz[epmaHHe n MMOPAI0K JACATCIIBHOCTHU nepcoHana 1o
OKCILTyaTaluu 3allUuIICHHBIX AaBTOMATHU3WUPOBAHHBIX CHCTEM H
CHUCTEM 3alllMTHI I/IH(I)OpMaI_[I/II/I
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Apyrue -
XapaKTEPUCTUKU

3.5.2. TpynoBas pyHKIUSA

Omnpenenenue yrpo3 6€30MacHOCTH YpoBeHb
uH(popmManuu, oopadaTeiBaeMOi (moTypoBeHB)
HaumenoBanu o o
R aBTOMAaTU3UPOBAHHON CUCTEMOMN Kox |E/02.8 8
KB (hUKAIH
51
3auMCcTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYIOBOU (PpYHKIINU I
PyA (bymx opurvHaa
Kon PerucrpanmonHbi
opurvHaa HOMED
po¢eCCHOHAIBHOTO
CTaHaapTa
TpynoBble neicTBUs dopMHUpOBaHUE PA3CIOB TEXHUYECKUX 3aJaHUN HAa CO3JaHUE

CHUCTCM 3allIMThI I/IH(I)OpMaLII/II/I ABTOMATU3HUPOBAHHBIX CUCTCM

Pa3zpaboTtka cuctem 3amuthel HHGOPMAIUU aBTOMATHU3UPOBAHHBIX
CUCTEM C YyYETOM JEHUCTBYKOIIMX  HOPMAaTUBHO-IIPABOBBIX
JIOKYMEHTOB

Onpenenenue KOMILJICKCa Mep (npaBuina, nponeaypahl,
MPAaKTUYECKHE NPUEMBbl, PYKOBOASAIIME MPUHLUIBI, METOJBI,
cCpeAcTBa) JUIS 3aUIMThl WMHGOpPMAIMKA aBTOMATH3HPOBAHHBIX
cHCTEM

OmnpeneneHne OLIEHKM BO3MOXHOCTEH BHEIIHUX W BHYTPEHHUX
HapylnATenen

Pa3pabotrka  momenmu  yrpo3  Oe3omacHoCTH — WH(pOpMAIHH
aBTOMaTH?;HpOBaHHOI\/II CHUCTEMBI

ObocHoBaHME TepedHsi CEePTUMUIMPOBAHHBIX CPEICTB 3alUTHI
nHpOpMANUY, HEOOXOAWMBIX [UIS CO3JAHHUS CHCTEMBI 3aIlUTHI
nH(pOpMAIMK aBTOMAaTH3UPOBAHHOM CHCTEMBI

AHanu3 TpeOOoBaHUM K HAa3HAYEHHIO, CTPYKTYpe U KOH(UTYypaluu
CO3/1aBaeMOM aBTOMATU3UPOBAHHON CHCTEMBI C LIEJIbIO0 BBISBICHUS
yrpo3 6e30macHOCTH HHGOPMAITIH

Omnpenenenne  CTPYKTYPHO-(QYHKIIMOHAIBHBIX  XapaKTEPUCTHUK
MH(OPMALIMOHHONW CHCTEMBbl B COOTBETCTBUU C TpeOOBaHUSIMHU
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

HOPMATHUBHBIX MPAaBOBBIX JOKYMEHTOB B OOJIACTH 3aIlUTHI
nHpopManuu

Heo0Oxonumelie ymenust | [Ipon3BoauTs BeIOOp IPOrpaMMHO-AINIAPaTHBIX CPEACTB 3alllUThI
uHpopmManuu JUISE HCIIOJIb30BaHUs nx B COCTaBe
aBTOMATU3MPOBAaHHOW  CHUCTEMBl €  LeJbl0  oOecredyeHus
TpeOyeMoro  ypoBHS  3allMIICHHOCTH  MHpOpMaLuMUd B
aBTOMATHU3UPOBAaHHON CUCTEME

@dopMupOoBaTh MEPEYEHb MEPOIPUATUH MO MPEIOTBPAIIECHUIO
yrpo3 6e30nacHOCTH HHGOpMALUK aBTOMATU3UPOBAHHOM CUCTEMBI

CI/ICTeMaTI/I3I/IpOBaTI> PE3YIbTATEI IPOBCACHHBIX I/ICCJ'IGI[OBaHI/Iﬁ

AHanu3upoBaTh BO3MOXKHBIE  YSA3BUMOCTH HH(GOPMALMOHHBIX
CUCTEM

BEISBISATE N3BECTHBIC YA3BUMOCTHU I/IH(i)OpMaHI/IOHHBIX CHUCTEM

Pa3pabatriBaTh MIPOEKTHI HOPMAaTHUBHBIX JIOKyMEHTOB,
perlaMeHTHpPYIOMUX  paboTy mo 3amuTe HWHOOpMAIUUd B
ABTOMATHU3HPOBAHHBIX CHCTEMAaX

H606XOHI/IMBIG 3HaHusg | OCHOBHEIC I/IH(i)OpMaHI/IOHHI)Ie TEXHOJIOTHHU, HWCIIOJB3YEMBIC B
ABTOMATHU3UPOBAHHBLIX CUCTCMAX

OCHOBHBIE KpI/IHTOI‘pa(bI/I‘—IeCKI/Ie MCTOJBI, aJITOPUTMBI, ITPOTOKOJIbI,
HCIIOJIB3YEMBIC JUIA obecrneyeHus 0e30macHOCTH B
BBIYUCINUTCIIBHBIX CCTAX

HporpaMMHo—annapaTHHe cpe€acTBa obecrneueHus 3alllUThI
I/IH(I)OpMaI_[I/II/I ABTOMATHU3UPOBAHHBIX CUCTEM

CrniocoOsl peauzanuu yrpo3 0e30MMacHOCTH B
ABTOMATU3MPOBAHHBIX CHCTEMaxX

[TocnencTBus OT HapylIeHUs CBOMCTB Oe30macHOCTH HHGOpMAUU

OcHoBHbIE yrpo3bl 0€30MacHOCTH HMHGPOpPMAMM U MOJEIH
HapyIIUTeNs B aBTOMaTU3UPOBAHHBIX CUCTEMAX

HanmoHaneHble, MEXIOCyJapCTBEHHBIE U  MEXIYHApPOJIHbIE
CTaHJApThl B 00JIACTH 3aLIUTHI HH(OpMALIUU

PykoBopsimiue W MeTOIUYECKHE ITOKYMEHTHl YIOJTHOMOYEHHBIX
(benepanbHBIX OpPraHOB HCIIOJHUTENBHOW BJIACTH MO  3aIlIUTe
uHpopManuu

Metoauku cepTU()UKALMOHHBIX UCTIBITAHUN TEXHUYECKUX CPE/ICTB
3amuThl HHPOPMAIMK OT "yTeukH'" MO TeXHHYECKUM KaHalaM Ha
COOTBETCTBUE TPEOOBAHUAM MO 6€30MaCHOCTH UHPOPMALIUU
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

Metoapl 3amuThl MHPOPMALUU OT "yTEUKH"' MO TEXHUYECKUM
KaHaJlaM

[punnunsr  GopMupoBaHUS W peanu3ald  TOJUTUKU
0e30macHOCTH HH(POPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAaX

Apyrue -
XapaKTEPUCTUKU

3.5.3. TpynoBas QpyHKIUSA

Pa3paboTka apXUTEKTypbl CUCTEMBI YpoBeHb
3aIIUTEI HHPOPMAITUU MOIYPOBEHD
HaumenoBanu - (bopman N (monyp )
R aBTOMAaTU3UPOBAHHON CUCTEMBI Kox |E/03.8 8
KB (DUKAIH
u
3auMCcTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYIOBOU (PYHKIINU I
Py (bynxu opUrvHaja
Kon PerucrpanmonHubi
opurvHaa HOMED
po¢eCCHOHAIBHOTO
cTaHjapTa

TpynoBble neicTBus [IpoBeneHne OIEHKH TOKasarenell kadectBa U A((PEKTUBHOCTH
paboThI BBEIUUCIIUTENbHBIX CHCTEM, POrpaMMHBIX "
MIPOrpaMMHO-aNMNapaTHbIX CPEJCTB, HCIIOb3YEMBIX IS
MMOCTPOCHUS CUCTEM 3aIIUTHI HHPOpMAITHH

IIpoBeneHne TEXHUKO-3KOHOMHYECKOH OLEHKH 11€7€CO00pa3sHOCTU
CO3JIaHMsI CHUCTEMBI 3aIIUTHl HH()OpMAIMK aBTOMAaTHU3UPOBAHHOMN
CHUCTEMBI

Ornpenenenue nopsiiKa o0paboTku uHpopmauu B
ABTOMAaTU3HPOBAHHOM CUCTEME

@dopMupoBaHUE pa3JeOB TEXHUYECKUX 3aJaHUM Ha CO3JaHHe
CUCTEM 3allluThl HH()OPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM

Pa3paboTka MPOEKTHON MOKYMEHTAIIMA HA CHCTEMBI 3alllUThI
ABTOMAaTU3HPOBAHHBIX CUCTEM

Odopmvnenne 3asBKH Ha pa3pabOTKy CHCTEMBI  3alllUTHI
nH(OPMAINY aBTOMATH3UPOBAHHONW CUCTEMBI
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[aTta coxpaHeHus: 17.07.2019

Heo6xonumeie ymenust | OnpenensT KOMIUIEKC Mep i oOecriedeHus: 0e30macHOCTH
MH(OPMALIMOHHON B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

BousiBiaATe  ys3BUMOCTH  MH(OPMAIIMOHHO-TEXHOJIOTHYECKUX
pecypcoB aBTOMATU3UPOBAHHBIX CUCTEM

PazpabaTpiBaTh NpPEASIOKEHHS 110 COBEPIICHCTBOBAHHIO CHCTEMBI
yTpaBJICHUS 3aIIUTHl HHPOPMAITUN aBTOMAaTU3UPOBAHHBIX CUCTEM

IIpoBonuTh BBIOOD HporpaMMHO-aIIapaTHbIX CpencTB
obecrnieueHrs 0€30MaCHOCTH MH(POPMAIUH JIJIST UCTIONB30BAHUS UX
B COCTaBE aBTOMATH3MPOBAHHOW CHCTEMBI C IICJIbI0 00CCIICUCHHUS
TpeOyeMOro  ypOBHS  3alUINEHHOCTH  aBTOMAaTH3UPOBAHHOM
CHCTEMBI

KnaccupunupoBate ¥ OLEHUMBAaTH  yrpo3bl  OE30MACHOCTH
nH(pOpMaIKHY AJI1 aBTOMATU3UPOBAHHOM CUCTEMBI

Onpenenstsb MH(POPMALIMOHHYIO UHPPACTPYKTYPY U
MH(POPMALIMOHHBIE pEecypchl  aBTOMATU3UPOBAHHOW  CHCTEMBI,
MOJJIEKAIIUE 3AIIUTE

PazpabatbiBaTh Mojenu yrpo3 0Oe3omacHOCTH HHPOpMalUU U
HapyIluTeneil B aBTOMaTU3MPOBAHHBIX CHCTEMaX

Onpenenstsb 3 PEKTUBHOCTD IpUMEHEHHUs CpeZICTB
uHpOpMaTU3aLUU

H606XOI[I/IMBIC 3HaHus | OCHOBHEIE I/IHq)OpMaI_II/IOHHBIC TCXHOJIOTUH, HCIIOJIb3YyCMBIC B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

CriocoObl M cpeicTBa 3amuThl MHGoOpManMu OT "yTeuku" IO
TEXHUYECKUM KaHajdaM M KOHTPOJS A(PQPEKTUBHOCTH 3aIUTHI
uHpOopMauu

OcHOBHBIE CcpelcTBA U CIOCOOBI oOOecneueHUs Oe30IMacCHOCTH
uHbOpMAllUY, TOPUHIUIBI  TOCTPOCHHUS  CHUCTEM  3aIlUTHI
nHpopmManuu

[IporpamMMHoO-anmapaTHble  CpeacTBa  OOECHEYEHHs  3alllUThI
nH(pOpMally aBTOMATU3UPOBAHHBIX CUCTEM

[IpuHIUOBI TOCTPOEHUS CPEACTB 3alIMTHl  HMH(POpPMAUU  OT
"yTeuku" 1o TEXHUYECKUM KaHalaM

HanmoHanpHble, MEXIOCYyIapCTBEHHBIE U MEXIYHApOJIHbIC
CTaHJAPTHI B O0JIACTH 3aLIUTHI HH(OPMAITHA

PykoBozdimue M METOIMYECKUE JTOKYMEHTHI YHOJHOMOYEHHBIX
(denepambHBIX OpPraHOB HCIOJHHUTENBHOW BIIACTH 110 3aIINUTE
uHpopManuu
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[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

OpraHu3annoHHbBIE MEPHI 10 3aLUTEe HHPOPMALUU

Meroabsl TECTUpPOBaHUS M OTIAAKUA, HPUHIUIB OpPraHU3alUU
JOKYMEHTUPOBAHUS  pa3pabOTKH, IMpolecca COMPOBOKICHUS
MPOrpaMMHOTO 00ecTIeueHUs

Apyrue -
XapaKTEPUCTUKU

3.5.4. TpynoBas QpyHKIUSA

MonenupoBaHue 3alIUIICHHBIX YpoBeHb
aBTOMATHU3HPOBAHHBIX CUCTEM C LIETIBIO MOIypPOBEHb
HaumenoBanu p N H (nonyp )
o aHaJIN3a UX ysA3BUMOCTEN U Kox |E/04.8 8
3¢ (HEeKTUBHOCTHU CPEJCTB U CITIOCOOOB KB (hUKAIH
3aIuThl HH(OpMaLuu u
3auMCTBOBaH
[Ipoucxoxnenue Opuruna X loms
TPYZOBOM QYHKIHH | ]I
Py by OpUTHHala
Kon Peructpanmonubri
OpUTHHAla HOMeEp
npohecCuoHaNBEHOTO
CTaHaapTa

prI[OBBIe JIeNCTBUSA Pa3pa60TKa AHAJITUTUYCCKUX n KOMITIBIOTCPHBIX Mozeaen
ABTOMATHU3UPOBAHHBIX CHUCTEM MU  IMOACUCTCM 0e30IMacHOCTH
ABTOMATU3HWPOBAHHBIX CUCTEM

HccnenoBanue aHAIMTHYECKMX M KOMIIBIOTEPHBIX MOJEIEN
ABTOMATU3UPOBAHHBIX CHUCTEM M TMOJCUCTEM O0€30MaCHOCTH
ABTOMAaTU3HPOBAHHBIX CUCTEM

Pa3pabotrka Momenu yrpo3 ©Oe3omacHOCTH WHPOpPMAIUU |
HaPYHIHTeHeﬁ B aBTOMATHU3UPOBAHHBIX CUCTEMAX

HccnenoBanne nporpaMMHBIX, apPXUTEKTYPHO-TEXHUYECKHX U
CXEMOTEXHUYECKHUX PEUICHUN KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX
CUCTEM C LEJbI0 BBIABICHHUA IOTCHIMAIBHBIX YSI3BUMOCTEH
6€3011acCHOCTH MH(POPMALIUU B aBTOMATU3UPOBAHHBIX CUCTEMAX

AHanmu3 wuH(POpPMAMOHHON HMHPPACTPYKTYphl M 0€30MacCHOCTH
WHPOPMAIIUY aBTOMATH3HPOBAHHBIX CUCTEM

Pa3paboTka mnpenyokeHuii O COBEPIICHCTBOBAHHWIO CHCTEMBI
yIpaBIeHUS nH(pOpMalMOHHON 0€301MacHOCTHIO
ABTOMAaTU3UPOBAHHBIX CUCTEM

www.consultant.ru Crpanuua 48 ns 50
HafeXHasa npaBoBan noaAepXxkKa


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBepxaeHuM npodeccnoHansHoro crtaHgapTa "Cneumanuct
no 3awute uHdopMaumu...

[JokymeHT npepoctasneH KoHcynbTaHTAOC
[aTta coxpaHeHus: 17.07.2019

HeobOxoaumele ymenust | Bemmonusarte  cOop, 00pabOTKy, aHamm3 W CHCTEMaTH3aIUIO
Hay4YHO-TEXHHYECKOW  WHpopManuu B 0OONAacTH  3aIlUTHI
uHpopMaUu

Pa3pa6aTBIBaTB u HUCCICI0BATH MaT€MaTU4YCCKUC MOACIIN
KOHKPCTHBIX SIBIICHUN U IponeCcCoB i1 pCIICHUA PaCUYCTHBIX U
HUCCICA0BATCIIbCKHUX 3a1a4

HpI/IMCHSITB MAaTEeMAaTUUICCKHUEC MOACIU IIPpU IMPOCKTUPOBAHHUU
CHUCTEM 3allIMThI I/IH(i)OpMaIII/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

[IpoexTHpoBaTh M peamu30BBIBATH IOJIUTUKY O€30IMacCHOCTH
BBIYUCIIMTENIBHBIX CETEN

AHaHI/ISI/IpOBaTB OCHOBHBIC XapPAKTCPUCTHUKU W BO3MOKHOCTU
TCJICKOMMYHHUKAIUOHHBIX CUCTEM 110 IIEpeaaqec HH(bOpMaHHH

HeoOxonumele 3Hanug | MeToapl W TEXHOJOTMUM NPOEKTUPOBAHUS, MOJECIUPOBAHMS,
UCCIIEI0OBaHMS cucTeM 3aIHATHI nH(popManuu
ABTOMAaTU3HPOBAHHBIX CHCTEM

OcHoBHbIE yrpo3bl 0€30MaCHOCTH HMH(POpPMAUM U MOJENH
HapyUIUTENs B aBTOMATU3UPOBAHHBIX CHCTEMaX

OcCHOBHBIE MepHI 110 3aIUTe HHPOPMALIUN B aBTOMATH3HPOBAHHBIX
cucTeMax

HanumonanpHple, MEXrocyJapCTBEHHbIE U MEXIyHApOJHBIE
CTaHJapThl B 00J1aCTH 3aLUTHl HHGOPMALTUU

PykoBomsimue u METOIUYECKUE JTOKYMEHTHI YIOJIHOMOYCHHBIX
(denepaabHBIX OPraHOB HCIIOJIHUTEIBHOW BIJIACTH TI0  3alIUTE
nHpopmaruu

OcCHOBHEBIE KpI/IHTOFpa(i)I/I‘—IeCKI/Ie MCTOJBI, aJITOPUTMBI, ITPOTOKOJIbI,
HCIIOJIB3YEMBIC JUIs 3allIUThI I/IH(bOpMaHI/II/I B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

[IpyHUIUOBI [OCTPOEHUS CPEACTB 3alUThl  MH(OpPMALUU OT
"yTeykn" M0 TEXHUYECKUM KaHallaM

[MpuHuunel noctpoeHuss U (QYHKIMOHUPOBAHUSI CUCTEM U CETei
nepenayu vHGopmauu

HApyrue -
XapPaAKTCPUCTUKU

IV. Cenenus 06 opranuzanusix - pa3paboTyuKax
npo¢eCcCHOHAIBHOIO CTaHAapTa
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Mpuka3 MuHTpyaa Poccum ot 15.09.2016 N 522H [lokyMeHT npefocTasnes KoncynbtanTilntoc
n n _;
I_863 ZLB;T;)erE;)ggMnapL?ﬁ‘eccMOHanbHoro cTraHgapTa "Cneumanuct [aTa coxparerms: 17.07.2019

4.1. OTBeTCTBEHHAs OpraHU3alusi-pa3paboTUUK

3A0 "Accouunanus cnenuanucToB nHGopmannoHHbIx cucteM", ropos Cankr-IletepOypr

I'enepanbHbIl TUPEKTOP CononsHHUKOB AJIEKCaH P
Biragnmuposny

4.2. HaumeHOBaHMsI OpraHU3alui-pa3padoTINKOB

1 | MexperuonanbpHasi 00IIeCTBeHHAs: opraHu3aius "Accounanus 3aumTsl HHGopMauu',
ropox Mocksa

2 | ®I'KOY BO "Axagemus denepanbHoii ciryxk0b1 Oe3omacHocTH Poccuiickoit
®enepauun", ropox Mocksa

3 | ®I'VII "HayuHo-Texuuueckuii ueHTp "Artnac", ropogq Mocksa

4 | ®enepanbHOE yUeOHO-METOIUYECKOE OOBEIMHEHUE TI0 YKPYITHEHHOH TpyTIIe
CHelHalbHOCTE! U HampaBlIeHU moArotoBky "Mupopmanmonnast 6€30macHOCTH"

<1> OO0mepoccuiickuii KiraccuuKaTop 3aHATHH.
<2> O06mepoccuickuil KIacCu(PpUKaTop BUAOB SIKOHOMUUYECKOH J1eATETHbHOCTH.

<3> EnuHbli KBaMTU(pUKAIMOHHBIN CIIPABOYHUK JOJDKHOCTEH PYKOBOAWTEINEH, CIICIMAINCTOB U APYTUX
CIIy’KalllHX.

<4> Oobmepoccuiickuii kinaccuduratop mnpodeccuii paboUnxX, MOHKHOCTEH CIyKallMX W TapUPHBIX
pas3psiIoB.

<5> OO0mepoccHiickuii Kitaccu(uKaTop CrenuaIbHOCTEN 0 00pa30BaHUIO.

<6> 3akon Poccuiickoit ®enepanuu ot 21 urons 1993 r. N 5485-1 "O rocymapctBeHHoi Taiine"
(Cobpanue 3axkoHonatenscTBa Poccuiickoit @eneparuu, 1996, N 15, ct. 1768; 1997, N 41, cT. ct. 4673, 8220,
8221, 8222, 8223, 8224, 8225, 8226, 8227, 8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, N 52, cT.
5288; 2003, N 6, cT. 549, N 27, c1. 2700, N 46, cT. 4449; 2004, N 27, cT. 2711, N 35, c1. 3607; 2007, N 49,
ct. 6055, ct. 6079; 2009, N 29, ct. 3617; 2010, N 47, ct. 6033; 2011, N 30, cT. 4590, cT. 4596, N 46, CT.
6407; 2013, N 51, cT. 6697; 2015, N 10, ct. 1393).

<7> O0mepoccuiickuii kiaaccu(uKaTop CreaaIbHOCTeH BbICIIe HayuyHOH KBanu(UKaLUK.
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